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DNS Sinkhole
This paper describes the architecture and configuration of a complete Domain Name Services (DNS) sinkhole
system based on open-source software.  The DNS sinkhole can be used to provide detection and prevention of
malicious and unwanted activity occurring between organization computer systems and the Internet.  The system
is inexpensive, effective, scalable and easy to maintain.
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1 Introduction 
:$*("0-(.(FGH(04,1$%E-O(A$-(F%D.4,(G.D-(H-&846-(40(.(6%&-(0-&846-("0-7(#%(.66-00(#$-(

M,#-&,-#/(0%(6%,#&%E(%C(FGH(-P".#-0(#%(.#(E-.0#(;.&#4.E(6%,#&%E(%C(M,#-&,-#(#&.CC465((+*(4,#-&6-;#4,<(
%"#B%",7(FGH(&-P"-0#0(.##-D;#4,<(#%(.66-00(1,%3,(D.E464%"0(7%D.4,0/(0"6$(.0(B%#,-#0/(0;*3.&-/(
.,7(C.1-(.,#484&"0/(.,(%&<.,4L.#4%,(6.,(6%,#&%E(#$-(&-0;%,0-(.,7(;&-8-,#(%&<.,4L.#4%,(6%D;"#-&0(
C&%D(6%,,-6#4,<(#%(#$-0-(7%D.4,05((A$40(.6#484#*(;&-8-,#0(",3.,#-7(6%DD",46.#4%,0(.,7(40(
6.;.BE-(%C(D4#4<.#4,<(1,%3,(.,7(",1,%3,(#$&-.#0($%0#-7(%,(1,%3,(D.E464%"0(%&(",3.,#-7(
7%D.4,05(

(
!(FGH(04,1$%E-(3%&10(B*(Q0;%%C4,<R(#$-(."#$%&4#.#48-(FGH(0-&8-&0(C%&(D.E464%"0(.,7(

",3.,#-7($%0#0(.,7(7%D.4,05((!,(.7D4,40#&.#%&(6%,C4<"&-0(#$-(FGH(C%&3.&7-&(C%&(%"#B%",7(
M,#-&,-#(#&.CC46(#%(&-#"&,(C.E0-(MS(.77&-00-0(C%&(#$-0-(1,%3,($%0#0(.,7(7%D.4,05((:$-,(.(6E4-,#(
&-P"-0#0(#%(&-0%E8-(#$-(.77&-00(%C(0"6$(.($%0#(%&(7%D.4,/(#$-(04,1$%E-(&-#"&,0(.(,%,K&%"#.BE-(
.77&-00T(%&(.,*(.77&-00(!"#!$%(#$-(&-.E(.77&-005((A$40(7-,4-0(#$-(6E4-,#(.(6%,,-6#4%,(#%(#$-(#.&<-#(
$%0#5(
(

:$-,(.(,-3(7%D.4,(40(.77-7(#%(#$-(E40#/(#$-(7%D.4,(C.EE0(",7-&(#$-(74&-6#(6%,#&%E(%C(#$-(
04,1$%E-(.7D4,40#&.#%&5(!C#-&(#$40(D%D-,#/(4#(40(,%(E%,<-&(;%004BE-(#%(.66-00(#$-(%&4<4,.E($%0#(%&(
7%D.4,5((U04,<(#$40(D-#$%7/(6%D;&%D40-7(6E4-,#0(6.,(-.04E*(B-(C%",7("04,<(04,1$%E-(E%<05(V%&(&-.EK
#4D-(,%#4C46.#4%,/(.(6"0#%D(MFH(04<,.#"&-(6.,(B-(3&4##-,(#%(7-#-6#(.,7(4DD-74.#-E*(.E-&#(3$-,(.(
6E4-,#(6%,,-6#0(#%(#$-($%0#(MS(;&%847-7(B*(#$-(FGH(04,1$%E-5(
(

A$-&-(.&-(D.,*(3.*0(#%(47-,#4C*(1,%3,(D.E464%"0(.,7(",3.,#-7($%0#0(.,7(7%D.4,05(M,(
%&7-&(#%(B-(-CC-6#48-/(#$-(E40#I0J(D"0#(B-(6%,0#.,#E*(";7.#-7(B*(04,1$%E-(.7D4,40#&.#%&05((W;-,K
0%"&6-(E40#0(%C(1,%3,(D.E3.&-(04#-0/(.73.&-(04#-0/((.,7($%,-*,-#0/(.,7(4,C%&D.#4%,(C&%D(0%"&6-0(
E41-(#$-(H!GH(M,#-&,-#(H#%&D(X-,#-&(IY"734</(>??ZJ(6.,(B-(6%DB4,-7(34#$(%&<.,4L.#4%,K0;-64C46(
4,C%&D.#4%,(C&%D(FGH(9-0%"&6-(9-6%&7(I99J(P"-&4-0(C&%D(4,C-6#-7(6E4-,#0/(.,.E*040(%C(D.E3.&-(
C%",7(%,(6%D;&%D40-7(6E4-,#0/(.,7(%#$-&(0%"&6-0(%C((4,C%&D.#4%,(-N6$.,<-(0"6$(.0(<%8-&,D-,#(%&(
X[9A(#-.D05(((
(

A$-(04,1$%E-(6.,(.E0%(B-("0-7(#%(#.1-(6%,#&%E(%C(1,%3,($%0#0(.,7(7%D.4,0(#$.#(.&-(,%#(
0;-64C46.EE*(D.E464%"0/(B"#(6%,#&.8-,-(6%&;%&.#-(;%E46*5((V%&(-N.D;E-/(.(,-#3%&1(.66-;#.BE-("0-(
;%E46*(D.*(0#4;"E.#-(#$.#(%&<.,4L.#4%,(6%D;"#-&0(.&-(,%#(.;;&%8-7(#%(.66-00(0%64.E(,-#3%&14,<(
04#-05(\.,*(%&<.,4L.#4%,0(3%"E7(-,C%&6-(#$40(;%E46*("04,<(.(C4&-3.EE/(3-B(;&%N*/(%&(,-#3%&1(
M,#&"04%,(S&-8-,#4%,(H*0#-D5((]%3-8-&/(.,%#$-&(%;#4%,(40(#%(6&-.#-(.(6"0#%D(FGH(04,1$%E-(E40#(.,7(
.77(7-04&-7(0%64.E(,-#3%&14,<(7%D.4,0(#%(#$-(04,1$%E-5(:$-,(.,(4,#-&,.E(6E4-,#(.##-D;#0(#%(
6%,,-6#(#%(.(04,1$%E-7(7%D.4,/(4#(3%"E7(B-(&-74&-6#-7(#%(.,(4,#-&,.E(3-B04#-(4,746.#4,<(#$-(04#-(40(
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(
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BE%61-7(4,(.66%&7.,6-(34#$(6%&;%&.#-(;%E46*5((M,(#$40(D.,,-&/(.(FGH(04,1$%E-(6.,(B-(;.&#(%C(.(
7-C-,0-K4,K7-;#$(0#&.#-<*5(

2 Problem Statement 
M#(40(#$-(<%E7-,(.<-(%C(B%#05((!0(0$%3,(4,(V4<"&-(@(B-E%3/(B%#,-#(#&.CC46(40(4,6&-.04,</(

-N;E%4#4,<(6%D;"#-&(0*0#-D0(#$&%"<$(.(8.&4-#*(%C(4,C-6#4%,(8-6#%&0(.,7(-0#.BE40$4,<(6%DD.,7(.,7(
6%,#&%E(6$.,,-E0(C%&(0.E-(%&(E-.0-(#%(#$-($4<$-0#(B477-&5((A.&<-#-7(.##.610(.&-(6%DD%,E*(0--,(4,(
#$-(C%&D(%C(#$-(!78.,6-7(S-&040#-,#(A$&-.#(IF.DB.EE./(>?@?J(C%&(-0;4%,.<-/(0#.#-K0;%,0%&-7(.,7(
-6%,%D46/(6*B-&K6&4D-/(.,7(%#$-&(4EE-<.E(.6#484#*5((+%#0(-D;E%*(6%,0#.,#E*K6$.,<4,<(#.6#460(C%&(
%BC"06.#4,<(.,7(D.4,#.4,4,<(#$-(6%DD.,7(.,7(6%,#&%E(6$.,,-E0(#$.#(.&-("0-7(#%(D.,.<-(B%#,-#(
6E4-,#05(
(

(
)*+,%-(./(01$2-$(&'$*3*$4(5,2-(6778(9(:&4(67.7(;<=&>1?<-%3-%@(67.7A((

(
!7D4,40#&.#%&0(.,7(0-6"&4#*(.,.E*0#0(D"0#(&-0;%,7(7.4E*(#%(D.E3.&-(#$.#(C%&6-0(.(6E4-,#(#%(

",1,%34,<E*(7%3,E%.7(0"0;464%"0(C4E-0(C&%D(04#-0(#$.#(#$-*($.8-(,%(E-<4#4D.#-(&-.0%,(#%(.66-005((
[,#-&;&40-(0-6"&4#*(.&6$4#-6#"&-0(#*;46.EE*(.##-D;#(#%(D4#4<.#-(.66-00(#%(0"6$(04#-0(#$&%"<$(#$-("0-(
%C(3-B(C4E#-&4,</(C4&-3.EE0/(.,7_%&(G-#3%&1(M,#&"04%,(S&-8-,#4%,(H*0#-D0(IGMSHJ5(((`,%3,(
8"E,-&.BE-(.;;E46.#4%,0(D"0#(.E0%(B-(;.#6$-7(.<.4,0#(6%D;&%D40-/(.00"D4,<(#$.#(.(;.#6$(40(
.8.4E.BE-5((!7%B-R0(!6&%B.#(9-.7-&/(.(6%DD%,(.;;E46.#4%,(34#$(D4EE4%,0(%C(4,0#.EE-7(6E4-,#0($.0(
&-;-.#-7E*(B--,(#.&<-#-7(C%&(.##.61(4,(#$-(;.0#(*-.&(34#$(8.&4%"0(L-&%K7.*(.##.6105(((
(

!EE(%C(#$-0-(6%,#&%E0(&-P"4&-(";7.#-0(#%(D"E#4;E-(0*0#-D0(4,(&-0;%,0-(#%(,-3(#$&-.#0T(
;-&C%&D4,<(.,7(D.,.<4,<(#$-0-(";7.#-0(6.,(B-(.,(%8-&3$-ED4,<(#.01(4,(-8-,(.(0D.EE(
%&<.,4L.#4%,5((A$-(D.,.<-D-,#(6$.EE-,<-0(.&-(6%D;%",7-7(B*(#$-(-8.04%,(#-6$,4P"-0(0"6$(.0(C.0#(
CE"N/("0-7(B*(B%#0(#%(.8%47(B-4,<(BE%61-7(B*(6%,0#.,#E*(6$.,<4,<(#$-4&(MSI0J(I947-,/(>??=J5((+%#0(
34EE(.E0%(.7a"0#(;&%#%6%E0(.,7(;%&#0("0-7(C%&(6%DD",46.#4%,5((A$-0-(#-6$,4P"-0(D.1-(4#(.ED%0#(
4D;%004BE-(#%(6%,#&%E(D.E464%"0(.,7(",3.,#-7(04#-0(B*(;.#6$4,<(.,7(BE.61KE40#4,<(MS(.77&-00-0(
.E%,-5(
(
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(
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A$-&-(40(.(6E-.&(%;;%&#",4#*(#%(6-,#&.E4L-(.,7(04D;E4C*(#$-(7-#-6#4%,(.,7(;&-8-,#4%,(%C(B%#0(
.,7(%#$-&(",3.,#-7(#&.CC465((!,#4KD.E3.&-(-,<4,--&0(.,7(0-6"&4#*(.,.E*0#0($.8-(%B0-&8-7(#$.#(.(
D.E464%"0(3-B04#-R0(C"EE*(P".E4C4-7(7%D.4,(,.D-(40(%C#-,($.&7K6%7-7(4,(D.E3.&-T(#$40(;-&D4#0(#$-(
6E4-,#(#%(7%3,E%.7(";7.#-0(%&(";E%.7(#$-(7.#.(4#(6%EE-6#0(3$4E-(#.14,<(.78.,#.<-(%C(-8.04%,(
#-6$,4P"-0(0"6$(.0(C.0#KCE"N5((A$40(40(3$-&-(.(FGH(04,1$%E-(6.,(B-("0-7(#%(;&-8-,#(.66-00(#%(1,%3,(
D.E3.&-(04#-0(.0(;.&#(%C(.(7-C-,0-K4,K7-;#$(0#&.#-<*5(

3 DNS Sinkhole Overview 
A$40(0-6#4%,(7-06&4B-0(1-*(C-.#"&-0/(B-,-C4#0(.,7(E4D4#.#4%,0(#%(B-(6%,047-&-7(3$-,(7-04<,4,</(

#-0#4,<(.,7(7-;E%*4,<(.(04,1$%E-5(

3.1 Key Features 
A$-(FGH(04,1$%E-(;&-0-,#-7(4,(#$40(;.;-&($.0(0-8-&.E(1-*(C-.#"&-0(#$.#(.EE%3(4#(#%(.77&-00(

D.,*(%C(#$-(400"-0(47-,#4C4-7(4,(#$-(;&%BE-D(0#.#-D-,#5(
(

V4&0#/(#$-(0*0#-D(40(04D;E-/(.,7(C%&(#$40(&-.0%,(4#(40(-CC-6#48-(.#(7-#-6#4,<(.,7(BE%614,<(
D.E464%"0(.,7(",3.,#-7(#&.CC46(.##-D;#4,<(#%(&-.6$(#$-(M,#-&,-#5((M#(40(6.;.BE-(%C(D4#4<.#4,<(D.,*(
74CC-&-,#(#*;-0(%C(#$&-.#0(#$.#("0-(FGH(&-0%E"#4%,/(&-<.&7E-00(%C(#$-(8"E,-&.B4E4#*(#$.#(D.*($.8-(
.EE%3-7(.(3-B(&-K74&-6#4%,(%&(4,4#4.E(6%D;&%D40-_4,C-6#4%,5(((
(

!7D4,40#&.#48-(-CC%&#(40(8-&*(D%7-0#(C%&(#$-(04,1$%E-(c(#$-&-(34EE(E41-E*(B-(D%&-(-CC%&#(0;-,#(
$.,7E4,<(4,647-,#0(47-,#4C4-7(C&%D(04,1$%E-(7.#./(#$-,(.6#".EE*(D.4,#.4,4,<(#$-(0*0#-D5((U04,<(
3-EEK1,%3,(FGH(L%,-(C4E-0/(.7D4,40#&.#%&0(6.,(-.04E*(.77($%0#0(.,7(7%D.4,0/(4,74847".EE*(%&(B*(
#$-(#$%"0.,705((A$-&-(40(.(E.&<-(6%DD",4#*(%C(0-6"&4#*(;&%C-004%,.E0(#$.#(D.4,#.4,0(E40#0(%C(1,%3,(
D.E464%"0(.,7(",3.,#-7(04#-0/(.,7(#$40(4,C%&D.#4%,(6.,(B-(-N#-,7-7(#%(4,6E"7-(6E%0-7K0%"&6-(
7%D.4,(,.D-0(4C(7-04&-7T(#$%0-(7-#-6#-7(E%6.EE*5(
(

A$-(FGH(04,1$%E-(40(B.0-7(%,(%;-,K0%"&6-(0%C#3.&-(.,7(40(#$-&-C%&-(4,-N;-,048-(#%(0-#";(
.,7(D.4,#.4,5((A$-(0*0#-D(6.,(B-(4,0#.EE-7(%,(6%DD%74#*(0-&8-&($.&73.&-(%&(%,(.(84&#".E(
;E.#C%&D/(C"&#$-&(&-7"64,<(6.;4#.E(6%0#05(
(

A$-(B.046(FGH(04,1$%E-(7406"00-7(4,(#$-(C%EE%34,<(0-6#4%,(;&%847-0(6%,C4<"&.BE-(7-#-6#4%,(
.,7(BE%614,<(%C(D.E464%"0(.,7(",3.,#-7($%0#0(.,7(7%D.4,05((A$40(0*0#-D(40(04D;E-(#%(0-#";(.,7(
D.4,#.4,(.,7(&-P"4&-0(8-&*(E4##E-(.7D4,40#&.#48-(-CC%&#/(34#$(#$-(6.8-.#(#$.#(4#(7%-0(,%#(-.04E*(
<-,-&.#-(4,C%&D.#4%,("0-C"E(C%&(4,647-,#(&-0;%,0-(.,7($.,7E4,<5((!774#4%,.E(D%7"E.&(6%D;%,-,#0(
6.,(B-(7-;E%*-7(7"&4,<(%&(C%EE%34,<(.(04,1$%E-(4,0#.EE.#4%,(#%(;&%847-(&-.EK#4D-(,%#4C46.#4%,(%C(
04,1$%E-(-8-,#0/(.,7(.(;.61-#(E%<(%C(04,1$%E-7($%0#(#&.CC465((A$-0-(C-.#"&-0(D.1-(#$-(04,1$%E-(.(1-*(
-E-D-,#(%C(.,(-,#-&;&40-(D%,4#%&4,<(0#&.#-<*5(
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(
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(

3.2 Types of Sinkholes 
(eH4,1(]%E-0(.&-(#$-(,-#3%&1(-P"48.E-,#(%C(.($%,-*(;%#5e(I)&--,/(+.&&*(9.8--,7&.,(f(

\6S$-&0%,/(F.,,*/(>??^J5((MHS0($.8-(B--,("04,<(04,1$%E-0(C%&(0-8-&.E(*-.&0(#%($-E;(;&%#-6#(#$-4&(
6"0#%D-&0(B*(748-&#4,<(.##.610(.,7(7-#-6#4,<(.,%D.E%"0(.6#484#*(I\6S$-&0%,/(>??bJ5(((A$-&-(.&-(
0-8-&.E(74CC-&-,#(#*;-0(%C(04,1$%E-0(B.0-7(%,(,.D-(&-0%E"#4%,(%&(FGH5(((
(

A$-(;&%;%0-7(0%E"#4%,(I.,(4,#-&,.E(FGH(04,1$%E-(0-&8-&J(3%&10(B*(4D;-&0%,.#4,<(.,(
."#$%&4#.#48-(FGH(0-&8-&(C%&(D.E464%"0(.,7(",3.,#-7(7%D.4,0T(4#(B.046.EE*(&-#"&,0(;&48.#-(
.77&-00-0(I#$-(04,1$%E-J(C%&(0"6$($%0#(.,7(7%D.4,(P"-&4-05((M,(%&7-&(C%&(#$40(0*0#-D(#%(B-(-CC-6#48-/(
#$-(E40#(%C(D.E464%"0(.,7(",3.,#-7(7%D.4,0(D"0#(B-(D.4,#.4,-75((!(0*0#-D("04,<(.,(4,#-&,.E(FGH(
04,1$%E-(0-&8-&(6.,(0-&8-(.,(-,#4&-(-,#-&;&40-R0(,--705(
(

H4,1$%E-0(C%&(04,<E-(;E.#C%&D0(6.,(B-(6%,0#&"6#-7("04,<(.(04D;E-($%0#0(C4E-5((A$40(#-6$,4P"-(
$.0(B--,(347-E*(.8.4E.BE-(C%&(.(,"DB-&(%C(*-.&0T(4#(#%%/(&-P"4&-0(%,<%4,<(.7D4,40#&.#4%,(B"#(4#(40(
,%#(3-EE(0"4#-7(#%(06.E4,<(B-*%,7(.(0D.EE(,"DB-&(%C($%0#05(
(

M,#&"04%,(S&-8-,#4%,(H*0#-D0(IMSH0J(D.*(;&%847-(0%D-(6%,#&%E(%8-&(.,%D.E%"0(FGH(
;.61-#0/(0"6$(.0(#$%0-(6%,#.4,4,<(.,(","0".EE*(0$%&#(FGH(#4D-K#%KE48-(IAAYJ5((A$40(40(0%D-3$.#(
-CC-6#48-(.#(D.,.<4,<(C.0#KCE"N(FGH(0*0#-D0/(B"#(4#(7%-0(,%#(3%&1(C%&(Q,%&D.ER(FGH(
6%DD",46.#4%,0(34#$(D.E464%"0(%&(",3.,#-7(0*0#-D05(
(

e!(7.&1,-#(40(.(;%&#4%,(%C(&%"#-7/(.EE%6.#-7(MS(0;.6-(4,(3$46$(,%(.6#48-(0-&846-0(%&(0-&8-&0(
&-047-e(IA-.D(X*D&"/(>?@?J5((!(7.&1,-#(6.,(B-("0-7(C%&(6%EE-6#4,<(7.#.(.B%"#(.,%D.E%"0(,-#3%&1(
#&.CC465((+*(7-C4,4#4%,/(.EE%6.#-7/(B"#(","0-7/(MS(0;.6-(0$%"E7(,%#(;&%847-(E40#-,4,<(0-&846-0/(.,7(
6E4-,#0($.8-(,%(&-.0%,(#%(6%DD",46.#-(34#$(0"6$(.77&-00-05((A$40(#*;-(%C(#&.CC46(40(P"4#-(%C#-,(
D.00(06.,,-&0/(D.E3.&-(E%%14,<(C%&(,-3(846#4D0/(%&(D406%,C4<"&-7($%0#05((
(

X%DD-&64.E(8-,7%&0(.E0%(;&%847-(FGH(04,1$%E-(0-&846-0T(C&--(6%,0"D-&KE-8-E(0-&846-0(.&-(
.E0%(.8.4E.BE-5((W,-(1-*(;%4,#(&-<.&74,<(#$-0-(0-&846-0(40(#$.#(#$-*(7%(,%#(#*;46.EE*(.EE%3(6"0#%D-&0(
#%(84-3(#$-(6%D;E-#-($%0#_7%D.4,(&-;%04#%&*/(.0(#$40(4,C%&D.#4%,(40(.(6%D;-#4#48-(74CC-&-,#4.#%&5((
V%&(#$-(0.D-(&-.0%,/(6E4-,#0(D.*(B-(",34EE4,<E*(%&(",.BE-(#%(";E%.7(6E%0-7K0%"&6-($%0#0(%&(
7%D.4,0(#%(#$4&7(;.&#*(;&%847-&0(I4C(0"6$(.,(4,#-&C.6-(3-&-(%CC-&-7J5(

3.3 Benefits 
A$-&-(.&-(D.,*(B-,-C4#0(#%(7-;E%*4,<(.,(4,#-&,.E(FGH(04,1$%E-T(.(04,1$%E-(40(4,-N;-,048-/(

06.E.BE-/(-CC-6#48-(.,7(-.0*(#%(D.4,#.4,5((M#(.E0%(;&%847-0(.##&.6#48-(B-,-C4#0(3$-,(6%D;.&-7(#%(
6%DD-&64.E(%&(6E%"7KB.0-7(FGH(04,1$%E-(%CC-&4,<05((H%D-(C&--(FGH(%CC-&4,<0(4,6E"7-(G%&#%,(FGH(
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(
FGH(H4,1$%E-! g(

(

)"*(+&",-."(

+-#.(IG%&#%,(FGH/(>?@?J/(XE-.&XE%"7(IXE-.&XE%"7/(>?@?J(.,7(W;-,FGH(IW;-,FGH/(>?@?J(.0(.(C&--(
0-&846-(.,7(#3%(;.47(;&-D4"D(0-&846-0(#$.#(6.,(3$4#-E40#_BE.61E40#(B-#3--,(>d(IB.046J(#%(d??(
I-,#-&;&40-J(7%D.4,05(
(

A$-(FGH(04,1$%E-(7-06&4B-7(4,(#$40(;.;-&("0-0(%;-,K0%"&6-(0%C#3.&-(.,7(6.,(B-(
4D;E-D-,#-7(%,(84&#".EE*(.,*(6%DD%74#*($.&73.&-(;E.#C%&D(34#$(D4,4D.E(6.;4#.E(6%0#5(((
(

W,<%4,<(D.4,#-,.,6-(6%,040#0(;&4D.&4E*(%C(;&%6-004,<(."#%D.#-7(";7.#-0(C&%D(%,-(%&(
D%&-(%;-,K0%"&6-(E40#0(%C(1,%3,(D.E464%"0(%&(",3.,#-7($%0#0(%&(7%D.4,05((A$-&-(.&-(,%(C--0(#%(
"0-(#$-0-(E40#0(I",E41-(6%DD-&64.E(0-&846-0J/(.,7(.774#4%,.E(7.#.(0%"&6-0(.&-(C&-P"-,#E*(.77-7(.0(
E40#(0-&8-&0(-8%E8-5((A$-(E40#0(6.,(.E0%(B-(84-3-7(4,(#$-4&(-,#4&-#*(.,7(-74#-7(4C(,--7-75((
!7D4,40#&.#%&0(6.,("0-(E40#0(#%(8-&4C*(4C($%0#0(%&(7%D.4,0(34EE(B-(BE%61-7(34#$%"#(.6#48-(#-0#4,<5(
(

W&<.,4L.#4%,0(6.,(-.04E*(4,#-<&.#-(#$-4&(%3,(Q6E%0-7K0%"&6-R(04,1$%E-(-,#&4-0(C%&($%0#0(%&(
7%D.4,05((A$40(.B4E4#*(#%(6"0#%D4L-(7.#.(40(.(04<,4C46.,#(74CC-&-,#4.#%&(C&%D(6%DD-&64.E(%CC-&4,<05(

3.4 Limitations 
M,#-&,.E(FGH(04,1$%E-0($.8-(.(,"DB-&(%C(E4D4#.#4%,0(.,7(#&.7-K%CC0(#$.#(D"0#(B-(

",7-&0#%%7(B*(0*0#-D0(.7D4,40#&.#%&0(.,7(.,.E*0#05((!EE(%C(#$-(E4D4#.#4%,0(6.,(B-(D.,.<-7(
#$&%"<$(#$-("0-(%C(0#.,7.&7(%;-&.#4,<(;&%6-7"&-0(.,7(.(7-C-,0-K4,K7-;#$(.&6$4#-6#"&-5(
(

A$-(;&4D.&*(E4D4#.#4%,(34#$(.(FGH(04,1$%E-(40(#$.#(4#(7%-0(,%#(.6#".EE*(7-#-6#(D.E3.&-/(
BE%61(D.E3.&-(4,0#.EE.#4%,/(%&(-&.746.#-(D.E3.&-T(4#(04D;E*(7-#-6#0(4,746.#%&0(%C(D.E3.&-5((A$-0-(
4,746.#%&0(&-P"4&-(C%EE%3K";(4,8-0#4<.#4%,(B*(0-6"&4#*(.,.E*0#0(#%(7-#-&D4,-(4C(.(#.&<-#($.0(4,(C.6#(
B--,(6%D;&%D40-75((FGH(04,1$%E-(E%<0(6.,(;&%847-(0%D-(4,746.#4%,0(%C(6%D;&%D40-T(#$-0-(.&-(
7406"00-7(4,(U0-(X.0-0(;&-0-,#-7(E.#-&(4,(#$-(;.;-&5(((
(

A$-(04,1$%E-(.E0%(&-P"4&-0(#$.#(D.E3.&-(.6#".EE*("0-(#$-(%&<.,4L.#4%,R0(FGH(0-&846-0T(
D.E3.&-("04,<(MS(.77&-00-0(%&(;%00-004,<(.(B"4E#K4,(FGH(0-&8-&(34EE(,-8-&("0-(#$-(04,1$%E-5((A$40(
8"E,-&.B4E4#*(6.,(B-(D4#4<.#-7(B*(#$-(3-EEK1,%3,(B-0#(;&.6#46-(%C(.EE%34,<(%"#B%",7(FGH(P"-&4-0(
%,E*(C&%D(."#$%&4L-7(FGH(0-&8-&05((S-&4D-#-&(C4&-3.EE0(0$%"E7(B-(6%,C4<"&-7(#%(BE%61(.EE(%#$-&(
%"#B%",7(FGH(P"-&4-0(IAXS_UFS(d^J5((A$40(34EE(-,0"&-(#$.#(.EE(FGH(#&.CC46(40(;&%6-00-7(B*(#$-(
%&<.,4L.#4%,R0(FGH(0-&8-&0(I45-5(#$-(04,1$%E-J5((M#(40(.E0%(4D;%&#.,#(#$.#(FGH(04,1$%E-0(B-(;&%#-6#-7(
C&%D(-N#-&,.E(I45-5(M,#-&,-#KB.0-7J(P"-&4-0/(0%(#$.#(.##.61-&0(6.,,%#(&-6"&048-E*(7-#-&D4,-(#$.#(
#$-4&(6%DD.,7(.,7(6%,#&%E0(0*0#-D0($.8-(B--,(D4#4<.#-7(B*(.(FGH(04,1$%E-5(
(

F"-(#%(#$-(04,1$%E-R0(.B4E4#*(#%(BE%61(-,#4&-(#%;KE-8-E(7%D.4,0/(.7D4,40#&.#%&0(D"0#(#.1-(
6.&-(#%(-,0"&-(#$.#(C.E0-(;%04#48-0(I45-5(,%,KD.E464%"0(7%D.4,0J(.,7(-&&%&0(.&-(,%#(4,#&%7"6-7(#%(
#$-(04,1$%E-(6%,C4<"&.#4%,5((!(04D;E-(-&&%&/(0"6$(.0(-,#-&4,<(Q56.R(IX.,.7.J(4,0#-.7(%C(Q566R(IX%6%0(
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(
FGH(H4,1$%E-! =(

(

)"*(+&",-."(

M0E.,70/(.(6%DD%,E*K"0-7(7%D.4,(C%&(D.E464%"0(6%7-J/(3%"E7(&-0"E#(4,(.EE(6%DD",46.#4%,0(#%(#%;(
E-8-E(X.,.74.,(7%D.4,0(34#$(.(Q56.R(B-4,<(BE%61-7(",#4E(#$-(-&&%&(3.0(6%&&-6#-75((A$-(%;-&.#4%,.E(
4D;.6#(%C(#$40(-&&%&(6%"E7(B-(-N#&-D-E*(0-&4%"05((A$40(E4D4#.#4%,(6.,(B-(%8-&6%D-(34#$(P".E4#*(
6%,#&%E(;&%6-7"&-05(
(

V4,.EE*/(.7D4,40#&.#%&0(D"0#(&-D.4,(.3.&-(#$.#(FGH(&-6%&70($.8-(#4D-K#%KE48-(IAAYJ(
0-##4,<05((M#(D.*(B-(,-6-00.&*(#%(6%,C4<"&-(AAY0(34#$(0$%&#(8.E"-0(I45-5(@?(D4,"#-0J(4,(%&7-&(#%(B-(
.BE-(#%(&.;47E*(;&%;.<.#-(6$.,<-0/(.,7(;&-8-,#(4,#-&,.E(6E4-,#0(C&%D(6.6$4,<(04,1$%E-(&-6%&70(C%&(
-N#-,7-7(;-&4%70(%C(#4D-5(

4 DNS Sinkhole Architecture 
A$40(0-6#4%,(7-06&4B-0(#$&--(FGH(&-C-&-,6-(.&6$4#-6#"&-0(.,7(0.D;E-(6%DD.,7K.,7K

6%,#&%E(CE%30(#%(4EE"0#&.#-($%3(.(04,1$%E-(3%&105((A$-(.&6$4#-6#"&-0(4,6E"7-(.(0#.,7.&7(FGH(
.&6$4#-6#"&-(34#$(,%(04,1$%E-/(.(B.046(04,1$%E-/(.,7(.,(.78.,6-7(04,1$%E-(34#$(4,#&"04%,(7-#-6#4%,(
.,7(,-#3%&1(C%&-,046(6.;.B4E4#4-05(

4.1 Normal DNS Flow 
A$-(6%D;%,-,#0(4,(.(#*;46.E(FGH(CE%3(C%&(M,#-&,-#KB.0-7(0-&846-0(.&-(0$%3,(4,(#$-(

C%EE%34,<(C4<"&-5(A$40(D%7-E(40(#*;46.E(C%&(D%0#(%&<.,4L.#4%,0(#$.#(%;-&.#-(#$-4&(%3,(FGH(
0-&8-&I0J5((

(
A$-(C4<"&-(4EE"0#&.#-0(#$-(FGH(CE%30(#$.#(D.*(%66"&(3$-,(.,(.##.61-&(6%D;&%D40-0(.(6E4-,#(

#%(-0#.BE40$(.(B%#,-#5((e!(B%#,-#(40(.(6%EE-6#4%,(%C(6%D;"#-&0/(6%,,-6#-7(#%(#$-(4,#-&,-#/(#$.#(
4,#-&.6#(#%(.66%D;E40$(0%D-(740#&4B"#-7(#.015e(IH$.7%3H-&8-&/(>?@?J5(A$-(#-&D(B%#,-#("0".EE*(
&-C-&0(#%(0*0#-D0("0-7(C%&(4EE-<.E(;"&;%0-0(.,7(.&-(.004D4E.#-7(B*(.(B%#($-&7-&(4,#%(.(,-#3%&1(#%(
B-("0-7(C%&(D.E464%"0(;"&;%0-05(A$-(D%0#(6%DD%,(B%#,-#0(.&-(#*;46.EE*("0-7(C%&(FF%H/(
1-*E%<<4,</(6E461(C&."7/(3.&-L/(0;.D/(47-,#4#*(#$-C#/(#&.CC46(0,4CC-&0/(.,7(-KD.4E(0#%&D05((

(
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(
FGH(H4,1$%E-! h(

(

)"*(+&",-."(

(
)*+,%-(6/(BC<(DE1?(?*$=1,$(#*2F=1E-(

4.2 DNS Sinkhole Flow – Basic 
!(B.046(FGH(04,1$%E-(7-;E%*D-,#(4,6E"7-0(#$-(C%EE%34,<(6%D;%,-,#0'(

(
@5 X%DD%74#*(0-&8-&(
>5 Y4,"N(WH(34#$(+MGF(
^5 Y40#I0J(%C(D.E464%"0(.,7(",3.,#-7($%0#0/(7%D.4,0(.,7(A%;(Y-8-E(F%D.4,0(
b5 X"0#%D(6%,C4<"&.#4%,(.,7(";7.#-(06&4;#0(

(
A$-(C4<"&-(4EE"0#&.#-0(#$-(FGH(CE%30(#$.#(%66"&(3$-,(.,(.##.61-&(6%D;&%D40-0(.(6E4-,#(.,7(

.##-D;#0(#%(6%,#.6#(.(B%#,-#5((G%#-(#$.#(4,(#$40(04#".#4%,(#$-(6%D;&%D40-(&%'(()*##+,&5(((
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(
FGH(H4,1$%E-! Z(

(

)"*(+&",-."(

(
)*+,%-(G/(BC<(#*2F=1E-(?*$=("&#*'(D,2'$*12&E*$4(

(
A$-(FGH(04,1$%E-(7%-0(,%#(.EE%3(#$-(7%D.4,(#%(B-(&-0%E8-7(B*(#$-(7%D.4,R0(."#$%&4#.#48-(

%3,-&5((M,0#-.7/(#$-(FGH(04,1$%E-(4,#-&6-;#0(#$-(FGH(&-P"-0#(.,7(&-0;%,70(34#$(.,(."#$%&4#.#48-(
.,03-&(6%,C4<"&-7(B*(#$-(%&<.,4L.#4%,5((
(

:4#$(#$-(B.046(04,1$%E-(C",6#4%,.E4#*/(#$-(D.E3.&-(%,(#$-(6%D;&%D40-7(6E4-,#(.##-D;#0(#%(
4,4#4.#-(.(6%,,-6#4%,(#%(.(0*0#-D($%0#-7(%,(@?@?@?@5%&</(.(1,%3,(D.E464%"0(7%D.4,(6%,C4<"&-7(4,(
#$-(FGH(04,1$%E-5(A$-(&-P"-0#(40(0-,#(#%(#$-(04,1$%E-(3$46$(4,(#"&,(&-0;%,70(34#$(.,(MS(%C(
@>=5?5?5@/(C%&64,<(#$-(6E4-,#(#%(6%,,-6#(#%(4#0-EC(4,0#-.7(%C(#$-(#&"-(MS5((A$-(6E4-,#(40(",.BE-(#%(
6%,#.6#(#$-(D.E464%"0(04#-(.,7(#$-(6%DD.,7(.,7(6%,#&%E(6%,,-6#4%,(34#$(#$-(B%#,-#(40(,-8-&(
-0#.BE40$-75((A$-(B%#($-&7-&(40(",.3.&-(#$.#(#$-(6%D;&%D40-($.0(%66"&&-75(

(
!E#$%"<$(#$-(6E4-,#($.0(B--,(;&-8-,#-7(C&%D(6%,,-6#4,<(34#$(#$-(B%#(0-&8-&/(#$-(4,647-,#(

&-0;%,0-(;&%6-00(40(,%#(*-#(6%D;E-#-5((S&-;.&.#4%,/(7-#-6#4%,/(.,7(;.&#4.E(6%,#.4,D-,#($.8-(B--,(
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FGH(H4,1$%E-! @

?((

)"*(+&",-."(

;-&C%&D-75((X%,#.4,D-,#(40(;.&#4.E(B-6."0-(#$-(6%D;&%D40-7(6%D;"#-&(D.*(0#4EE(.##-D;#(#%(.##.61(
4,#-&,.E(6%D;"#-&05((A$-(%&<.,4L.#4%,(.7D4,40#&.#%&(%&(M,647-,#(9-0;%,0-(A-.D($.0(,%#(B--,(
.E-&#-7(#%(#$-(6%D;&%D40-/(.,7(#$-*(D"0#(;-&C%&D(.774#4%,.E(.,.E*040/(-&.746.#4%,/(&-6%8-&*/(.,7(
E-00%,0(E-.&,-75((A$-(,-N#(FGH(04,1$%E-(D%7-E(4,6E"7-0(.78.,6-(7-#-6#4%,(6.;.B4E4#4-0(#%(;&%847-(
&-.EK#4D-(,%#4C46.#4%,(.,7(.774#4%,.E(7.#.(C%&(.,.E*0405(

4.3 DNS Sinkhole Flow - Advanced 
!,(.78.,6-7(FGH(04,1$%E-(7-;E%*D-,#(4,6E"7-0(#$-(B.046(04,1$%E-(6%D;%,-,#0/(;E"0(#$-(

C%EE%34,<'(
(

@5 H%6.#(0-&846-(-D"E.#4,<(%,-(%&(D%&-(E40#-,4,<(0-&846-0(C%&(,-#3%&1(C%&-,046(.,.E*040(
>5 H,%&#(MFH(34#$(6"0#%D4L-7(04,1$%E-(04<,.#"&-0(C%&(&-.EK#4D-(.E-&#4,<(
^5 H6&4;#0(C%&(06$-7"E-7(&-;%&#4,<(
(
A$-(C4<"&-(4EE"0#&.#-0(#$-(FGH(CE%30(#$.#(%66"&(3$-,(.,(.##.61-&(6%D;&%D40-0(.(6E4-,#(.,7(

.##-D;#0(#%(-0#.BE40$(.(B%#,-#5((9-.EK#4D-(7-#-6#4%,(.,7(,%#4C46.#4%,(.&-(;&%847-7(#%(#$-(M,647-,#(
9-0;%,0-(A-.D5(((
(
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FGH(H4,1$%E-! @

@((

)"*(+&",-."(

(
)*+,%-(H/(BC<(#*2F=1E-(?*$=(&>3&2'->(D,2'$*12&E*$4(

A$-(C4&0#(C%"&(0#-;0(.&-(#$-(0.D-(.0(34#$(B.046(04,1$%E-(C",6#4%,.E4#*/(-N6-;#(#$.#(#$-(
04,1$%E-(;&%847-0(#$-(6E4-,#(34#$(.(8.E47(4,#-&,.E(.77&-00(I4,0#-.7(%C(@>=5?5?5@J(4,(&-0;%,0-(#%(#$-(
&-P"-0#(C%&(#$-(B%#(6%,#&%EE-&5((A$-(8.E47(4,#-&,.E(.77&-00(40(.(&-K74&-6#(#%(.,(.7D4,40#&.#%&K
6%,#&%EE-7(MS(.77&-00(I0#-;(dJ5((H4,6-(D%0#(%"#B%",7(6%DD.,7(.,7(6%,#&%E(#&.CC46(40(3-BKB.0-7/(
#$-(E40#-,4,<(0-&846-(40(6%,C4<"&-7(%,(0-8-&.E(6%DD%,(]AAS(;%&#05(((

(
A$-(D%0#(6%DD%,(]AAS(;%&#0(#$.#(0$%"E7(B-(D%,4#%&-7(.&-(;%&#(h?/(h???/(.,7(h?h?(B"#(

.7D4,40#&.#%&0(0$%"E7(#.4E%&(#$-(E40#(#%(4,6E"7-(#$-(0-&846-0(.EE%3-7(#$&%"<$(#$-(%&<.,4L.#4%,0(
C4&-3.EE5((]AASH(6.,(.E0%(B-(D%,4#%&-7(%,(;%&#(bb^(.,7(hbb^(B*(6%,C4<"&4,<(.(8.E47(HHY(6-&#4C46.#-5(((
!,(.78.,6-7(6%,C4<"&.#4%,(6%"E7(;&%847-(.(74CC-&-,#(MS(.77&-00(C%&(-.6$(FGH(04,1$%E-(<&%";/(
#$-&-B*(.EE%34,<(#$-(.7D4,40#&.#%&(#%(0-,7(74CC-&-,#(#*;-0(%C(#&.CC46(I45-5(1,%3,(D.E464%"0/(1,%3,(
.73.&-/(.,7(6E%0-7K0%"&6-($%0#0J(#%(74CC-&-,#(MS(.77&-00-0(#%(0;--7(";(.,.E*040(.,7(04D;E4C*(
&-;%&#4,<5(
(
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!,(.E#-&,.#48-(#%(4,0#.EE4,<(.,7(D.4,#.4,4,<(.,(.6#".E(3-B0-&8-&(40(#%(6%,C4<"&-(.(Y4,"N(
0-&8-&("04,<(.,(.;;E46.#4%,(6.EE-7(H%6.#(I94-<-&/(>?@?J5((H%6.#(6.,(B-("0-7(#%(E40#-,(%,(D"E#4;E-(
;%&#0(.,7(6.;#"&-(#$-(4,4#4.E(-N6$.,<-(34#$(.(0,4CC-&5((H<"4E(Ii4006$-&/(>??hJ(.,7(#6;7"D;(
I#6;7"D;5%&</(>?@?J(3%&1(3-EE/(%&(.(&-.EK#4D-(MFH(0"6$(.0(H,%&#(I9%-06$/(>?@?J(D.*(B-(6.;.BE-(%C(
;-&C%&D4,<(;.61-#(6.;#"&-(.,7(7-#-6#4%,(4,(.(04,<E-(0*0#-D5(
(

A$-(-.04-0#(#$4,<(#%(7%(40(#%(3&4#-(.,(MFH(04<,.#"&-(C%&(-.6$(04,1$%E-(<&%";(4,("0-T(%,-(MS(
;-&(<&%";5((A$-(MFH(34EE(7-#-6#(-.6$(#4D-(.(6E4-,#(40(&-74&-6#-7(#%(%,-(%C(#$-(04,1$%E-(E40#0(I45-5(
1,%3,(D.E464%"0/(1,%3,(.73.&-/(.,7(6E%0-7K0%"&6-($%0#0J/(#%(.0040#(4,(#$-(7-#-6#4%,(%C(;%#-,#4.EE*(
6%D;&%D40-7(6E4-,#05((
(

G-#CE%3(40(.,%#$-&(&-.EK#4D-(7-#-6#4%,(.E#-&,.#48-5(]%3-8-&/(#$-(,.D-(%C(#$-(#.&<-#(7%D.4,(
34EE(,%#(B-(;&%847-7(34#$(#$40(D-#$%7/(3$46$(40(.(6%,047-&.BE-(7&.3B.615((A$-&-(40(.E0%(,%(&-.EK
#4D-(.E-&#4,<(34#$%"#(#$-("0-(%C(%#$-&(#%%E05((G-#CE%3(34EE(B"4E7(0#.#40#460(%,(#$-(,"DB-&(%C($%0#0(
&-74&-6#-7(#%(#$-(04,1$%E-(%8-&(.(;-&4%7(%C(#4D-5(G-#CE%3(#&.CC46(6.,(B-(<-,-&.#-7(34#$(.(Y4,"N(
0-&8-&("04,<(0%C#CE%3(I\4EE-&/(>??gJ(.,7(.,.E*L-7("04,<(.(G-#CE%3(.,.E*L-&(0"6$(.0(\.,.<-[,<4,-(
G-#VE%3!,.E*L-&(I\.,.<-[,<4,-/(>?@?J5((

4.4 Scalability and Performance 
+MGF(FGH(40(.($4<$E*(06.E.BE-(0*0#-D(3$-&-(#$-(04,1$%E-(6.,(B-(7-;E%*-7(C%&(%&<.,4L.#4%,0(

34#$(#-,0(%C(#$%"0.,70(%C("0-&05((A*;46.E(&"E-0(%C(FGH(.&6$4#-6#"&-(.;;E*/(0%(D"E#4;E-(&-7",7.,#(
04,1$%E-(0-&8-&0(6.,(B-(;&%8404%,-7/(4C(,--7-7/(C%&($4<$(.8.4E.B4E4#*(.,7($4<$(;-&C%&D.,6-5(((

(
!(;.4&(%C(#$-(FGH(04,1$%E-0(7406"00-7(4,(#$40(;.;-&($.0(0";;%&#-7(.,(%&<.,4L.#4%,(34#$(

D%&-(#$.,(@d/???("0-&0(C%&(,-.&E*(.(*-.&(34#$(,%(",;E.,,-7(7%3,#4D-(%&(;-&C%&D.,6-(400"-05((
A$-(0*0#-D0(3-&-(#-0#-7(4,(8.&4%"0(6%,C4<"&.#4%,05(!(04,<E-(FGH(+MGF(0-&8-&(34#$(@()+(%C(9!\(
;-&C%&D-7(3-EE(E%.7-7(34#$(%8-&(>?/???(7%D.4,05(

(
(
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5 Use Cases 
:$-,(#$-(6E4-,#(40(&-74&-6#-7(#%(#$-(04,1$%E-/(4#(40(C%&(%,-(%C(#3%(;%004BE-(&-.0%,0'(@J(4#(40(

.E&-.7*(6%D;&%D40-7(.,7(40(.##-D;#4,<(#%(6%,#.6#(.(B%#(6%,#&%EE-&T(%&(>J(4#($.0(B--,(04D;E*(
&-74&-6#-7(I&-C-&&-7J(#$&%"<$(.(3-B04#-(E4,1(#%(#$-(04,1$%E-5((M,(#$-(0-6%,7(6.0-/(#$-(04#-(&-C-&&-7(
#%(#$-(04,1$%E-(40(.(1,%3,(D.E464%"0(04#-(%&(4#(7%-0(,%#(D--#(6%&;%&.#-(;%E46*5((

(
A$-(,"DB-&(%C(.E-&#0(4,(.(E.&<-(%&<.,4L.#4%,(D4<$#(&.,<-(C&%D(.($.,7C"E(#%(0-8-&.E($",7&-7(

;-&(7.*/(7-;-,74,<(%,(#$-(,"DB-&(%C(6E4-,#0(.,7(;.##-&,(%C(.6#484#*5(
(

A3%(74CC-&-,#(04,1$%E-("0-(6.0-0(.&-(4EE"0#&.#-7(B-E%3'(7&48-KB*(7%3,E%.70/(.,7(6%DD.,7K
.,7K6%,#&%E(6$.,,-E05(

5.1 Blocking Drive-by Downloads 
A$40(#*;-(%C(&-74&-6#(%C#-,($.;;-,0(3$-,(.(6E4-,#(.66-00-0(.(E-<4#4D.#-(3-B04#-(#$.#(.,(

.##.61-&($.0(0-6&-#E*(4,0-&#-7(34#$(.(D.E464%"0($477-,(E4,1(3$46$(C%&6-0(#$-(6E4-,#(#%(7%3,E%.7(

.,7(-N-6"#-(D.E464%"0(6%7-(34#$%"#(#$-("0-&R0(1,%3E-7<-5(A$40(-N.D;E-(0$%30(.(6E4-,#(&-74&-6#-7(
C&%D(3-B04#-(http://thecookingcritic.com(#%(.(1,%3,(D.E464%"0(04#-((zettapetta.com)5(
A$-(04#-(zettapetta.com(40(6"&&-,#E*(4,(#$-(FGH(04,1$%E-5(
(

A$-(04,1$%E-R0(H%6.#(;.61-#(E%<(0$%30(#$-(6E4-,#(.##-D;#4,<(#%(<-#(.(D.E464%"0(a.8.06&4;#(
C4E-/(a05;$;5((A$-(6E4-,#(3.0(&-C-&&-7(C&%D(#$-6%%14,<6&4#4656%D5((A$-(;.61-#(E%<(4,746.#-0(]AAS_@5?(
>??(IW`J(B-6."0-(#$-(H%6.#(0-&8-&(0"66-00C"EE*(&-6-48-7(#$-(&-P"-0#T(4,(C.6#(,%(C4E-(3.0(&-#"&,-7(#%(
#$-(6E4-,#5((A$-(D.E464%"0(7%3,E%.7(3.0(BE%61-7(.,7(,%(6%,,-6#4%,(3.0(-0#.BE40$-7(#%(
L-##.;-##.56%D5(
(

(

GET /js.php HTTP/1.1 
Accept: */* 
Referer: http://thecookingcritic.com/category/by-cookbook/william-
sonoma-pasta-sauces/ 
Accept-Language: en-ca 
UA-CPU: x86 
Accept-Encoding: gzip, deflate 
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET 
CLR 1.1.4322; .NET CLR 2.0.50727; InfoPath.1) 
Host: zettapetta.com 
Connection: Keep-Alive 
 
HTTP/1.0 200 
Content-Type: text/plain 
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5.2 Blocking C&C Channels 
A$-(C%EE%34,<(-N.D;E-(0$%30(.(6E4-,#(#$.#(3.0(,%#(&-74&-6#-7/(B"#(.##-D;#-7(#%(74&-6#E*(

.66-00(.(XfX(B%#(6%,#&%EE-&($%0#-7(.#(hjwbxhqr.com5(M#(.E0%(0$%30(#$-&-(40(,%(I-D-%-%(4,746.#4,<(

.(74&-6#(6%,,-6#4%,(#%(#$40(7%D.4,5((A$40(40(.(<%%7(4,746.#%&(#$-(6E4-,#(40(6%D;&%D40-7(.,7(#$-(B%#(
40(.##-D;#4,<(#%(6%,#.6#(#$-(6%,#&%EE-&(#%(&-;%&#(4,/(<-#(";7.#-0(%&(";E%.7(7.#.5(
(

H4,6-(7%D.4,(hjwbxhqr.com(40(4,(#$-(04,1$%E-/(#$-(6E4-,#(40(",.BE-(#%(&-.6$(#$-(B%#(
6%,#&%EE-&5(+*(;&-8-,#4,<(.66-00(#%(#$-(04#-/(#$-(M,647-,#(9-0;%,0-(#-.D($.0(D%&-(#4D-(#%(-N.D4,-(
#$-($%0#(#$&%"<$($%0#(.,7(,-#3%&1(C%&-,04605((UE#4D.#-E*(#$-(6E4-,#(D.*(,--7(#%(B-(&-B"4E#(C&%D(
6E-.,(D-74.5(
(

(
(

GET /win-
xp/controller.php?action=bot&entity_list=1272385402,1272401299,1272
965869,1272890566,1272974084,1272895110,1272890923,1272966523,12729
84663,1272894972,1272890645,1272891037,1272890722,1272969471,127298
4463,1272967202,1273140516,1275327332&uid=8&first=0&guid=2043777331
&v=15&rnd=11987634 HTTP/1.1 
Host: hjwbxhqr.com 
 
HTTP/1.0 200 
Content-Type: text/plain 
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6 Deploying and Maintaining a DNS Sinkhole 
A$40(0-6#4%,(7-06&4B-0(.6#484#4-0(C%&(7-;E%*4,<(.,7(D.4,#.4,4,<(6%D;%,-,#0(4,(.(FGH(

04,1$%E-/(4,6E"74,<(+4,7/(-N#-&,.E(E40#0/(6"0#%D(E40#0/(H%6.#/(MFH/(.,7(&-;%&#4,<5(

6.1 Configure BIND 
A$-(;&4D.&*(<%.E(40(#%(."#%D.#-(#$-(;&%6-00(%C(7%3,E%.74,<(.,7(;.&04,<(.E&-.7*(.8.4E.BE-(

,%,K6%DD-&64.E(7%D.4,(E40#0(#%(;%;"E.#-(#$-(04,1$%E-5(A%(."#%D.#-(#$-(;&%6-00/(.(0$-EE(06&4;#(3.0(
6&-.#-7(#%(7%3,E%.7(#$-(4,C%&D.#4%,(C&%D(#$-0-(E40#0/(.<<&-<.#-(#$-D/(.,7(E%.7(.(04,<E-(E40#(4,#%(
#$-(+MGF(0-&8-&5((H--(!;;-,74N(F5(
(

A$-&-(.&-(#3%(3.*0(%C(#.14,<(6%,#&%E(%C(.(7%D.4,'(.(0*0#-D($%0#(C4E-(I4,(U,4N(/etc/hosts/(
%&(4,(:4,7%30(C:\WINDOWS\system32\drivers\etc\hostsJ(.,7(34#$(.(FGH(0-&8-&(6%,#&%EE-7(
B*(.,(%&<.,4L.#4%,5((A$40(;.;-&("0-0(U,4N(+MGF(C%&(FGH5((A$-&-(40(.,(-N.D;E-(%C($%3(#%(0-#(";(.(
FGH(04,1$%E-("04,<(:4,7%30(>??^(.8.4E.BE-(.#'(
$##;'__3335D.E3.&-7%D.4,056%D_3%&7;&-00_O;.<-j47kg5((
(

A$-(1-*(#%(6%,#&%EE4,<(.(04#-/(.(7%D.4,(%&(.(#%;KE-8-E(7%D.4,(IAYFJ(0"6$(.0(.,(-,#4&-(
6%",#&*(6%7-/(40(#$-(6%,C4<"&.#4%,(C4E-05(([N.D;E-0(%C(.(04,<E-(7%D.4,(H#.&#(%C(!"#$%&4#*(IHW!J(C4E-(
.0(3-EE(.0(.(HW!(C%&(.,(-,#4&-(7%D.4,(%&(AYF(.&-(;&%847-75(

((
FGH(+MGFRH(D.4,(6%,C4<"&.#4%,(C4E-(40(E%6.#-7(4,(#$-(/etc(74&-6#%&*(.,7(40(6.EE-7(

named.conf(I0--(!;;-,74N(!J5((A$-(6%,C4<"&.#4%,(C4E-(#-EE0(#$-(MHX(+MGF(,.D-7(0-&846-($%3(#%(
0#.&#(4,(#$-(%;#4%,0(0-6#4%,/(3$.#(#%(E%<(4,(#$-(E%<<4,<(0-6#4%,/(.,7(3$.#(L%,-0(#%(E%.75((A$40(C4E-(
0$%30(.(0#.,7.&7(6%,C4<"&.#4%,(C%&(.(6.6$4,<(0-&8-&5((A$40(6%,C4<"&.#4%,(0$%30(#$-(0-&8-&(40(.E0%(
.6#4,<(.0(.(C%&3.&7-&(34#$(#$-(C%&3.&7-&(%;#4%,5((A$-(C%&3.&7-&(%;#4%,(6.,(6%,#.4,(.0(D.,*(FGH(
0-&8-&0(.0(,--7-75((
(

A$-(,.D-756%,C(C4E-(0$%"E7(B-(-74#-7(#%(&-CE-6#(%&<.,4L.#4%,K0;-64C46(04#-(0-##4,<05(A$-(
C%EE%34,<(0-##4,<0(0$%"E7(B-(&-84-3-7(.,7(.7a"0#-7(.0(,-6-00.&*'(.EE%3K#&.,0C-&/(.EE%3K&-6"&04%,/(
.,7(C%&3.&7-&05((

(
!;;-,74N-0(+(.,7(X(0$%30(.,(-N.D;E-(%C(.(04,<E-(.,7(34E76.&7(6%,C4<"&.#4%,(E%6.#-7(4,(#$-(

/var/named/sinkhole(74&-6#%&*5(A$-(C4E-(client.nowhere(.,7(domain.nowhere(D"0#(B-(
6%,C4<"&-7(-N.6#E*(.0(0$%3,(4,(#$-(.;;-,74N-05((A$-(G.D-(H-&8-&(IGHJ(.,7(!77&-00(I!J(&-6%&70(
.&-(.,(4D;%&#.,#(;.&#(%C(#$-(FGH(04,1$%E-(6%,C4<"&.#4%,(IFGH(\.7-([.0*/(>?@?J5((+%#$(%C(#$-0-(.&-(
6%D;%0-7(%C(.(G.D-/(A4D-(#%(Y48-/(A*;-(IGH(%&(!J(.,7(F.#.(I2(C%&(GH(.,7(MS(C%&(!(&-6%&7J5((A$-(!(
&-6%&7(40(#$-(MS("0-7(#%(6%,,-6#(#$-(6E4-,#(#%(#$-(04,1$%E-5((
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6.1.1 BIND Zone File SOA Configuration for a Single Host 
M,(#$40(-N.D;E-/(www.sans.org(40(-,#-&-7(.0(.(&-6%&7(4,(#$-(04,1$%E-(.,7(6%,C4<"&-7(34#$(

MS(.77&-00(@Z>5@gh5>d5d5((MC(.(6E4-,#(.##-D;#0(#%(6%,,-6#(#%(www.sans.org/(#$-(.,03-&(#$-(6E4-,#(
34EE(<-#(40(MS(@Z>5@gh5>d5d(4,0#-.7(%C(#$-(#&"-(.77&-00(D.4,#.4,-7(B*(H!GH/(gg5^d5bd5>?@5(A$40(34EE(
;&-8-,#(.(6%&;%&.#-(6E4-,#(C&%D(&-.6$4,<(#$-(.6#".E(04#-5((U04,<(D-#$%70(7406"00-7(-.&E4-&/(#$-(
.7D4,40#&.#%&(%&(0-6"&4#*(.,.E*0#(6.,(4,8-0#4<.#-(4C(#$40(3.0(.(&-74&-6#(%&(#$-(6E4-,#($.0(B--,(
6%D;&%D40-7(.,7(.##-D;#4,<(#%(6%,#.6#(.(XfX(0-&8-&5((

(
H4,6-(%,E*(.(04,<E-($%0#($.0(B--,(6%,C4<"&-7/(%#$-&($%0#0(.,7(6$4E7(7%D.4,0(%C(sans.org(.&-(,%#(
04,1$%E-75((V%&(-N.D;E-/(4C(#$-(6E4-,#(.##-D;#-7(#%(.66-00(isc.sans.org/(#$-(.77&-00(3%"E7(B-(
&-0%E8-7(,%&D.EE*(.,7(#$-(6%,,-6#4%,(3%"E7(B-(;-&D4##-75(
(

(
(

6.1.2 BIND Zone File SOA Configuration Multiple Domains (Wildcard) 
!(0-6%,7(D-#$%7(40(#$-(.774#4%,(%C(.(0-6%,7(!(&-6%&7(34#$(.(34E76.&7("04,<(.(0#.&(IJJ5(+%#$(

!(&-6%&70(.&-(,--7-7(#%(-,0"&-(#$-(-,#4&-(7%D.4,(.,7(0"BK7%D.4,0(.&-(4,6E"7-75((H%/(4C(#$-(7%D.4,(
-,#-&-7(.0(.(&-6%&7(40(sans.org/(#$40(34EE(4,6E"7-(0"B7%D.4,0(0"6$(.0(B"#(,%#(E4D4#-7(#%(
www.sans.org, isc.sans.org, .,7 testing.sans.org5(
(

!,%#$-&(%;#4%,(40(#%(04,1$%E-(.(#%;KE-8-E(7%D.4,(IAYFJ(E41-(.,(-,#4&-(6%",#&*(6%7-(IM!G!/(
>?@?J5(MC(.(6%",#&*(6%7-(0"6$(.0(.ca(40(-,#-&-7(4,0#-.7(%C(.(0"BK7%D.4,(0"6$(.0(.sans.org/(.,*(
7%D.4,0(-,74,<(34#$(.ca(.&-(&-74&-6#-7(#%(#$-(04,1$%E-5((
(

+-(-N#&-D-E*(6."#4%"0(3$-,(34E7K6.&74,<(-,#4&-(#%;KE-8-E(7%D.4,05((F-;-,74,<(%,(#$-(
7%D.4,/(#$-(FGH(04,1$%E-(6%"E7(BE%61(D4EE4%,0(%C($%0#05(
(

$TTL 600 
@   IN SOA localhost root.localhost. ( 
     1  ; serial 
     3H  ; refresh 
     15M  ; retry 
     1W  ; expiry 
     1D )  ; minimum 
 
   1H IN NS  @ 
   1H IN A  192.168.25.5 
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6.1.3 Master Zone Configuration 
+-E%3(40(.,(-N.D;E-(%,($%3(#%(.77(.(04,<E-(7%D.4,(6.EE-7(our.sink.com(4,(.(04,1$%E-5(

A$-(04,<E-(04#-(04,1$%E-(C4E-(40(6.EE-7(site_specific_sinkhole.conf(.,7(6%,#.4,0(#$-(L%,-(
4,C%&D.#4%,(C%&(#$-(#.&<-#(7%D.4,5((A$40(C4E-(40(E%6.#-7(40(4,(#$-(/var/named(74&-6#%&*5(
(

(
(

+-E%3(40(.,(-N.D;E-(%C(.774,<(.,(-,#4&-(7%D.4,(6.EE-7(sans.org(#%(.(04,1$%E-5((+*(
34E76.&74,<(#$-(7%D.4,(*.sans.org/(.,*(6$4E7(7%D.4,(-,74,<(34#$(.sans.org/(-5<5(
isc.sans.org .,7 rr.sans.org,(3%"E7(B-(&-74&-6#-7(#%(#$-(04,1$%E-5((A$40(C4E-(40(E%6.#-7(4,(
#$-(/var/named(74&-6#%&*5(A$-(34E76.&7(04,1$%E-(C4E-(40(6.EE-7(entire_domain_sinkhole.conf5(
(

(
(
!(#-0#(.<.4,0#(AYF(.ca("04,<(.,*(6%DB4,.#4%,(%C(,.D-0(34EE(&-#"&,(#$-(C%EE%34,<(%"#;"#'(
(

(

zone "our.sink.com" IN { type master; file 
"/var/named/sinkhole/ client.nowhere "; }; 
(

zone "sans.org" IN { type master; file 
"/var/named/sinkhole/domain.nowhere"; }; 
zone "ca" IN { type master; file 
"/var/named/sinkhole/domain.nowhere"; }; 
zone "info" IN { type master; file 
"/var/named/sinkhole/domain.nowhere"; }; 

<"*2<.#-'l(,0E%%1";(#-0#4,<56.(
H-&8-&'(((((((((@Z>5@gh5>d5d?(
!77&-00'((((((((@Z>5@gh5>d5d?md^(
(
G.D-'(((#-0#4,<56.(
!77&-00'(@Z>5@gh5>d5d(

$TTL 600 
@   IN SOA localhost root.localhost. ( 
     1  ; serial 
     3H  ; refresh 
     15M  ; retry 
     1W  ; expiry 
     1D )  ; minimum 
 
   1H IN NS  @ 
   1H IN A  192.168.25.5 
*   1H IN A  192.168.25.5 
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6.2 Download and Synchronize Lists 
A$-(7%D.4,0(E40#-7($-&-(D"0#(B-(8-##-7(#%(-,0"&-(#$-*(7%(,%#(4,6E"7-(-N#&.,-#0(%&(

;.&#,-&05((A$-(A4D-K#%KY48-(IAAYJ(.004<,-7(#%(.EE(7%D.4,0(4,(#$-(04,1$%E-(40(8-&*(4D;%&#.,#5((M,(
%&7-&(#%(P"461E*(&-D%8-(.(7%D.4,(-,#-&-7(4,(-&&%&/(4#(40(.(<%%7(47-.(#%(.004<,(.(0$%&#(AAY(I@?(
D4,"#-0(#%(@($%"&J(#%(-N;4&-(#$-(6.6$-(4,C%&D.#4%,(0%%,-&(&.#$-&(#$.,(E.#-&5(MC(#$-(04#-($.0(.(E.&<-(
FGH(0-&8-&(C.&D/(.EE(#$-(0-&8-&0(34EE(,--7(#%(-N;4&-(#$-4&(6.6$-(%&($.8-(4#(D.,".EE*(6E-.&-7(B-C%&-(
#$-(#&"-(04#-(40(.66-004BE-5((M#(40(4D;%&#.,#(#%(&-D-DB-&(%,E*(4,#-&,.E(6E4-,#0(.##-D;#4,<(#%(<%(#%(#$-(
M,#-&,-#(34EE(B-(.CC-6#-7(B*(#$-(04,1$%E-5(]%3-8-&/(M,#-&,-#("0-&0(.66-004,<(#$-(%&<.,4L.#4%,R0(
M,#-&,-#(0-&8-&0(.&-(,%#5(
(

A$-(C%EE%34,<(E40#(%C(04#-0(6%"E7(B-("#4E4L-7(#%(;%;"E.#-(.(04,1$%E-5(H%D-(%C(#$-(E40#0(.&-(
&-0-&8-7(C%&(,%,K6%DD-&64.E("0-(%,E*(.,7($.8-(-N;E464#(;%0#4,<0(0#.#4,<(#$40(&-0#&46#4%,(I)E%00-&/(
>?@?J'(
(
http://pgl.yoyo.org/adservers/serverlist.php?hostformat=;showintro=0 
http://support.it-mate.co.uk/downloads/HOSTS.txt 
http://www.malwaredomains.com/files/justdomains 
http://www.abuse.ch/zeustracker/blocklist.php?download=domainblocklist 
http://mtc.sri.com/live_data/malware_dns/ 
http://www.malwarepatrol.net/cgi/submit?action=list_bind 

(
[.6$(%C(#$-0-(E40#0(40(";7.#-7(&-<"E.&E*/(0%D-#4D-0(0-8-&.E(#4D-0(.(7.*5(((

(
:$4E-("04,<(0-8-&.E(E40#0($-E;0(BE%61(D.E464%"0(7%D.4,0/(#$-(06&4;#(,--70(#%(B-(0D.&#(

-,%"<$(#%(&-D%8-(7";E46.#-(7%D.4,0(.,7(1--;(.(04,<E-(6%;*(%C(-.6$(7%D.4,(B-C%&-(.774,<(#$-D(#%(
#$-(FGH(04,1$%E-5((H4,6-(4#(40(;%004BE-(I.,7(8.E47J(#%(04,1$%E-(.(AYF/(#$-(06&4;#(D"0#(-,0"&-(#$.#(.,*(
0"BK7%D.4,0(%C(.(E40#-7(AYF(.&-(&-D%8-7(4,(#$-(C4,.E(E40#5(
(

6.3 Configuring Custom Lists 
W,-(%C(#$-(1-*(C-.#"&-0(%C(.,(4,#-&,.E(FGH(04,1$%E-(40(#$-(.B4E4#*(#%(6&-.#-(6"0#%D(E40#05((

[.6$(#4D-(.(6E4-,#(40(7406%8-&-7(.66-004,<(.($%0#(%&(7%D.4,(#$.#(40(D.E464%"0(%&(",3.,#-7(B-6."0-(
4#(6%,#&.8-,-0(6%&;%&.#-(;%E46*/(4#(6.,(B-(.77-7(#%(.(6"0#%D(E40#(#%(;&-8-,#(.EE(%#$-&(,-#3%&1(
6E4-,#0(C&%D(6%,,-6#4,<(#%(#$.#($%0#(%&(7%D.4,5(
(

A$-(C%EE%34,<(-N.D;E-(0$%30(.(6E4-,#(.66-004,<(04#-(ahterbok.com(34#$(#$-(6%DD.,7(GET 
/web.php?i=15((!(C4&0#(E%%1(3%"E7(4,746.#-(.(3-B5;$;(06&4;#(40(.66-00-7(B*(#$-(6E4-,#T($%3-8-&/(
#$-(0-&8-&(40(0-&84,<(.(;4-6-(%C(D.E3.&-(6%7-(34#$(.(C4E-,.D-(%C(irfvjtg.exe5(A$-&-C%&-/(#$40(
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7%D.4,(ahterbok.com(0$%"E7(B-(.77-7(#%(%,-(%C(#$-(6"0#%D(E40#0(#%(;&-8-,#(%#$-&(%&<.,4L.#4%,(
6E4-,#0(C&%D(;%#-,#4.EE*(B-4,<(4,C-6#-75((
(

(
)*+,%-(K/(&=$-%"1FL'1M(N*%,#O1$&E(PIQ(!2&E4#*# 

(

(

GET /web.php?i=1 HTTP/1.1 
User-Agent: Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_16 
Host: ahterbook.com 
Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2 
Connection: keep-alive 
 
HTTP/1.1 200 OK 
Server: nginx/0.7.67 
Date: Mon, 11 Oct 2010 20:29:47 GMT 
Content-Type: application/octet-stream 
Connection: keep-alive 
X-Powered-By: PHP/5.2.6-1+lenny9 
Set-Cookie: PHPSESSID=b0274a42b5cdcd1a9a55d71702d21bba; path=/ 
Expires: Thu, 19 Nov 1981 08:52:00 GMT 
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, 
pre-check=0 
Pragma: no-cache 
Content-Length: 26112 
Content-Disposition: attachment; filename=irfvjtg.exe 
 
MZ......................@...................................x......
.....!This program cannot be run in DOS mode. 
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6.4 Configuring Socat 
A$-&-(.&-(8.&4%"0(3.*0(#%(6.;#"&-(04,1$%E-(#&.CC46/(4,6E"74,<(3-B(0-&8-&0/(B"#(CE-N4B4E4#*(.,7(

04D;E464#*(.&-(#$-(1-*(&-P"4&-D-,#05((\"E#4;E-(4,0#.,6-0(%C(HW61-#(X!A(IH%6.#J(6.,(B-(0-#(4#(";(#%(
E40#-,(#%(0-8-&.E(;%&#0(0"6$(.0(AXS(h?/(=?=?/(h???/(h?h?(%,(.(04,<E-(MS(.77&-005((H-8-&.E(%C(#$-0-(
E40#-,-&0(%,(D"E#4;E-(MS(.77&-00-0(6.,(B-(0-#";(#%(74CC-&-,#4.#-(-.6$(04,1$%E-(E40#(.0(.,(.47(C%&(
&-;%&#4,<(.,7(C%&(4,647-,#(&-0;%,0-5(
(

H%6.#(6.,(-.04E*(B-(6%,C4<"&-7(#%(04D"E.#-(.(04D;E-(3-B(0-&8-&(%&(%#$-&(0-&846-0(4C(,--7-75((
M,(#$-(6.0-(%C(.(3-B(0-&8-&(04D"E.#4%,/(H%6.#(;-&C%&D0(.(^K3.*($.,70$.1-(#%(6.;#"&-(#$-(7.#.(#$-(
6E4-,#(40(.##-D;#4,<(#%()[A(%&(SWHA5(A$40(E%<(7.#.(40(#$-,("0-7(#%(.0040#(34#$(4,647-,#(&-0;%,0-5(

(
X%DB4,-7(34#$(.(0,4CC-&(%&(.(6"0#%D(MFH(04<,.#"&-/(#$-(04,1$%E-(34EE(;&%847-(#$-(.B4E4#*(#%(

.E-&#(.,7(6.;#"&-(4,(&-.EK#4D-(#$-(7%D.4,(.(6E4-,#(40(.##-D;#4,<(#%(4,4#4.#-(.(6%DD",46.#4%,0(34#$5((
(

(
)*+,%-(R/(<1'&$(S1%$(87(-M,E&$*12(

(

6.5 Configuring IDS 
A$-(C%EE%34,<(H,%&#(04<,.#"&-(34EE(.E-&#(%,(#$-(04,1$%E-(#&.CC46(.,7(6.;#"&-(#$-(7%D.4,(

6%,#.6#-7(B*(#$-(6E4-,#5(((
(
(
(
(

(
A$40(H,%&#(04<,.#"&-(6%DB4,-7(34#$(.(H%6.#(E40#-,-&(34EE(.E-&#(-.6$(#4D-(.(6E4-,#(40(

&-74&-6#-7(#%(#$-(04,1$%E-(B.0-7(%,(#$-(!(&-6%&7(MS(.77&-00(%C(@Z>5@gh5>d5d5(A$-(04<,.#"&-(
4,6E"7-0(.(6%DB4,.#4%,(%C(AXS(CE.<0(I!61,%3E-7<-D-,#(CE.<(;E"0(.,*(%#$-&0J(#%(6.;#"&-(#$-()[A(%&(
SWHA(#%(B-(8404BE-(4,(#$-(.E-&#(D-00.<-5((
(

+-6."0-(#$40(04<,.#"&-(40(E%%14,<(C%&(.(^K3.*($.,70$.1-/(4#($.0(E4D4#.#4%,05(MC(.(6E4-,#(40(
&-74&-6#-7(#%(.(AXS(;%&#(#$.#(H%6.#(40(,%#(E40#-,4,<(C%&/(,%(.E-&#(34EE(B-(0-,#(#%(#$-(4,647-,#(
&-0;%,0-(#-.D5((M#(40(4D;%&#.,#(#%(6%,C4<"&-(.(0"4#.BE-(&.,<-(%C(;%&#0(B.0-7(%,(#$-(C4&-3.EE(;%E46*(
C%&(%"#B%",7(M,#-&,-#(#&.CC465((

(

alert tcp $HOME_NET any -> 192.168.25.5 any ( msg: "Sinkhole 
Site Specific List"; flags: A+; content:”Host:”; classtype: 
policy-violation; sid:2010001; rev:1;) 
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W&<.,4L.#4%,0("04,<(H<"4E(.0(;.&#(%C(#$-(MFH(C&.D-3%&1/(6.,(&-84-3(#$-(C"EE(;.61-#(0#&-.D(
.E%,<(34#$(#$-(.E-&#5(A$40(40("0-C"E(#%(4,8-0#4<.#-(4C(.($%0#(40(4,C-6#-7(34#$(D.E3.&-(%&(3.0(04D;E*(
&-74&-6#-7(C&%D(.,%#$-&(04#-5(((

(
+-.6%,4,<(D.*(B-(4,746.#-7(B*(#$-(0.D-(-8-,#(#&4<<-&-7(.#(&-<"E.&(4,#-&8.E0(I$%3-8-&(,%#(

.EE(B-.6%,4,<(%66"&0(.#(&-;-.#.BE-(4,#-&8.E0J5((+-.6%,4,<(40(.(0#&%,<(4,746.#%&(#$-(6E4-,#($.0(B--,(
6%D;&%D40-7(.,7(40(#&*4,<(#%(6%,#.6#(.(X%DD.,7(f(X%,#&%E(IXfXJ(0-&8-&5((M#(0$%"E7(B-(
4DD-74.#-E*(4,8-0#4<.#-7(.,7(&-B"4E#(C&%D(6E-.,(D-74.(4C(6%D;&%D40-75(

6.6 Configure Reporting 
!(0$-EE(06&4;#(34#$($##;&*(6.,(B-("0-7(#%(<-,-&.#-(.(7.4E*(0"DD.&*(&-;%&#(%C(.EE(;.61-#0(

6.;#"&-7(#$.#(3-&-(&-74&-6#-7(#%(H%6.#(%&(%#$-&(3-B(E40#-,-&05((A$-(&-;%&#(0$%30(#$-(,"DB-&(%C(
#4D-0(-.6$(6E4-,#(3.0(04,1$%E-7(C%&(-.6$(",4P"-(3-B04#-(U,4C%&D(9-0%"&6-(Y%6.#%&(IU9YJ5(((

(
M#(40(4D;%&#.,#(#%(D%,4#%&(3$46$(6E4-,#0(.&-(6%,,-6#4,<(#%(#$-(04,1$%E-(.,7(4,8-0#4<.#-(#$-(

&%%#(6."0-(%C(#$-(#&.CC465((F-;-,74,<(%,(#$-(E40#0(D.4,#.4,-7(B*(#$-(%&<.,4L.#4%,/(#$-(04,1$%E-(
&-;%&#0(6%"E7(6%,#.4,(4,746.#%&0(%C(D.E3.&-/(.73.&-/(0;*3.&-/(%&(;%E46*(84%E.#4%,05((MC(.,(
%&<.,4L.#4%,("0-0(.(6"0#%D(E40#(#%(D%,4#%&(;&-84%"0(4,C-6#4%,0/(4#(D.*(B-(.E-&#-7(#%(4,C-6#4%,0(#$.#(
3-&-(6%,#.4,-7(B"#(,%#(6%D;E-#-E*(-&.746.#-75(((

(
!(6%;*(%C(#$-(0$-EE(06&4;#("0-7(#%(<-,-&.#-(#$40(&-;%&#(40(4,6E"7-7(4,(!;;-,74N(V5((

(

(
)*+,%-(T/(<*2F=1E-(<,MM&%4(I-S1%$(

7 Conclusion 
A$40(;.;-&(4EE"0#&.#-0($%3(#%("0-(+MGF(#%(0-#";(.(04D;E-/(*-#(8-&*(-CC-6#48-/(FGH(04,1$%E-(

3$46$(;&%847-0(7-#-6#4%,(.,7(;&-8-,#4%,(%C(D.E464%"0(.,7(",3.,#-7(.6#484#*/(%66"&&4,<(B-#3--,(
%&<.,4L.#4%,(6%D;"#-&(0*0#-D0(.,7(#$-(M,#-&,-#5(X%DB4,4,<(.(FGH(04,1$%E-(34#$(%#$-&(7-C-,0-0(
4,6&-.0-0(#$-(.B4E4#*(#%(7-#-6#(.,7(;&-8-,#(6%D;&%D40-7(.00-#0(C&%D(6%DD",46.#4,<(34#$(
D.E464%"0(%&(",3.,#-7($%0#0(%&(7%D.4,0(%,(#$-(M,#-&,-#5((A$-(04,1$%E-(40(WH(.,7(;&%#%6%EK
4,7-;-,7-,#(3$46$(6.,(B-(6%,C4<"&-7(#%(;&%847-(06$-7"E-7(&-;%&#4,<(.,7(&-.EK#4D-(,%#4C46.#4%,(
C%&(4D;&%8-7(4,647-,#(&-0;%,0-5(
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(
!(C"EE(6.;#"&-(.,7(.,.E*040(%C(.EE(%&<.,4L.#4%,.E(FGH(&-6%&70(6%"E7($-E;(47-,#4C*(#$&-.#0(#$.#(

D4<$#(B-(7--;E*(-,#&-,6$-7(4,(#$-(%&<.,4L.#4%,5((V%&(C"&#$-&(4,C%&D.#4%,/(0--(#$-(#-6$,4P"-0(
4EE"0#&.#-7(4,(!,7&-3(]",#R0(;.;-&(ei40".E4L4,<(#$-(]%0#4,<(S.##-&,0(%C(\%7-&,(X*B-&6&4D4,.E0e(
I]",#/(>?@?J5(
(

!0(;.&#(%C(#$40(&-0-.&6$(;&%a-6#/(.,*%,-(3$%(340$-0(#%(#-0#(.,7(4,0#.EE(.(&-.7*K#%K"0-(FGH(
H4,1$%E-/(#$-(."#$%&($.0(D.7-(.8.4E.BE-(.($.&7-,-7(FGH(H4,1$%E-(MHW(C&--E*(.8.4E.BE-(.#'(
http://www.whitehats.ca.(
(
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8 Appendix A: BIND Configuration 
A$40(40(.(D%74C4-7(8-&04%,(%C(/etc/named.conf 34#$(#$-(.774#4%,(%C(C%&3.&7-&0/(E%<<4,<(.,7(
6"0#%D(04,1$%E-(L%,-(C4E-05(
(
named.conf 
 
options { 
  directory "/var/named"; 
       // version statement - inhibited for security 
       version "my own"; 
       // optional - disables all transfers  
       // slaves allowed in zone clauses 
       allow-transfer {"none";}; 
       allow-recursion {192.168.1.0/24; localhost;}; 
       forwarders { 192.168.20.5; 4.2.2.1; }; 
 
 /* 
  * If there is a firewall between you and nameservers you want 
  * to talk to, you might need to uncomment the query-source 
  * directive below.  Previous versions of BIND always asked 
  * questions using port 53, but BIND 8.1 uses an unprivileged 
  * port by default. 
  */ 
 
 // query-source address * port 53; 
}; 
 
// 
// log to /var/log/named/example.log all events from  
// info UP in severity (no debug) 
// defaults to use 3 files in rotation 
// BIND 9.x parses the whole file before using the log 
// failure messages up to this point are in (syslog)  
// typically /var/log/messages 
// 
 
logging { 
 
      channel default_syslog { 
            // Send most of the named messages to syslog. 
            syslog local2; 
            severity debug;  
      }; 
 
      channel audit_log { 
            // Send the security related messages to a separate file. 
            file "/var/log/named/named.log"; 
            severity debug; 
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            print-time yes;  
      }; 
 
      channel query_log { 
            // Send the security related messages to a separate file. 
            file "/var/log/named/query.log"; 
            severity debug; 
            print-time yes;  
      }; 
 
      category default { default_syslog; }; 
      category general { default_syslog; }; 
      category security { audit_log; default_syslog; }; 
      category config { default_syslog; }; 
      category resolver { audit_log; }; 
      category xfer-in { audit_log; }; 
      category xfer-out { audit_log; }; 
      category notify { audit_log; }; 
      category client { audit_log; }; 
      category network { audit_log; }; 
      category update { audit_log; }; 
      category queries { query_log; }; 
      category lame-servers { audit_log; };  
 
}; 
//  
// a caching only nameserver config 
//  
zone "." IN { 
 type hint; 
 file "caching-example/named.root"; 
}; 
 
include "/var/named/site_specific_sinkhole.conf"; 
include "/var/named/entire_domain_sinkhole.conf"; 
include "/var/named/malware_zone.dns"; 
 
zone "localhost" IN { 
 type master; 
 file "caching-example/localhost.zone"; 
 allow-update { none; }; 
}; 
 
zone "0.0.127.in-addr.arpa" IN { 
 type master; 
 file "caching-example/named.local"; 
 allow-update { none; }; 
}; 
(
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9 Appendix B: Zone File to Sinkhole a Single Domain 
A$40(L%,-(C4E-(40("0-7(#%(.004<,(#$-(MS(.77&-00(.,7(#$-(A4D-K#%KY48-(IAAYJ(#%(.(04,<E-(7%D.4,5(A$40(
6%,C4<"&.#4%,("0-0(.(@($%"&(I@]J(C%&(#$-(AAY(.,7(&-0;%,70(34#$(MS(@Z>5@gh5>d5d5(
 
client.nowhere 
 
$TTL    600 

IN SOA  localhost root.localhost. ( 
42  ; serial 
3H  ; refresh 
15M  ; retry 
1W  ; expiry 
1D )  ; minimum 

 
1H IN NS  @ 
1H IN A  192.168.25.5 
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10 Appendix C: Zone file to Sinkhole Multiple Domains (Wildcard) 
A$40(L%,-(C4E-(40("0-7(#%(.004<,(#$-(MS(.77&-00(.,7(#$-(A4D-K#%KY48-(IAAYJ(#%(.(7%D.4,(.,7(.EE(0"BK
7%D.4,05(A$40(6%,C4<"&.#4%,("0-0(.(@($%"&(I@]J(C%&(#$-(AAY(.,7(&-0;%,70(34#$(MS(@Z>5@gh5>d5d5(
 
domain.nowhere 
 
$TTL 600 
@   IN SOA localhost root.localhost. ( 
     1  ; serial 
     3H  ; refresh 
     15M  ; retry 
     1W  ; expiry 
     1D )  ; minimum 
 
   1H IN NS  @ 
   1H IN A  192.168.2.5 
*   1H IN A  192.168.25.5 
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11 Appendix D: Download and Parser Script 
A$40(40(#$-(D.4,(06&4;#(#%(7%3,E%.7/(;.&0-(.,7(B"4E7(.(C",6#4%,.E(E40#(#%(B-(E%.7-7(4,(+MGF5((
(
sinkhole_parser.sh 
 
#!/bin/sh 
 
# Guy Bruneau, seeker@whitehats.ca 
# Version 1.0 
# 15 Jan 2010 
# 
################################################################################# 
## This script is used to process malware site lists to create a single master 
## list to use for a DNS sinkhole. 
## Using this script will combine various malware domains into a single file 
## name malware_zone.dns in the /var/named directory. 
## The script is run at the command line and has built-in check to make sure 
## there are no errors before the file is reloaded into the DNS server. 
################################################################################# 
 
# Today's date 
 
TODAYDATE="`/bin/date '+%Y-%m-%d_%T'`" 
 
fin=n 
while [ $fin=n ] 
do 
 
   clear 
   echo 
   echo "                           DNS Sinkhole Menu" 
   echo 
   echo "                    A. Manually add single domain to sinkhole" 
   echo "                    D. Download sinkhole udpates" 
   echo "                    T. Testing new zone file for errors" 
   echo "                    F. Empty PowerDNS database of all its records" 
   echo "                    R. Zone check failed, restore and exit" 
   echo "                    B. Zone file is good, load it in BIND and exit" 
   echo "                    P. Zone file is good, load PowerDNS and exit" 
   echo "                    E. Exit script" 
   echo 
   echo "                    What is your choice?" 
   read option 
 
 
      case "$option" in 
      a|A) clear 
 
 echo "This script is used to enter a single domain in the sinkhole" 
 echo "If using BIND DNS for your sinkhole, make sure these lists" 
 echo "are in /var/named.conf before proceeding" 
 echo 
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 echo "Add /var/named/custom_wildcard_sinkhole.conf and" 
 echo "/var/named/custom_single_sinkhole.conf to /var/named.conf" 
 echo 
 echo "Enter the domain you need to be entered in the sinkhole?" 
 echo 
 read Domain 
 
 echo "Enter whether you want the domain to be wildcard (Y) or not (N)?" 
 read Wildcard 
 
 # Transfer record into a file for processing 
 
 echo $Domain > custom 
    if [ $Wildcard = Y ]; then 
 
  echo "Adding to custom wildcard sinkhole list..." 
         /root/scripts/domain_dns_nowhere.pl < custom >> 
/var/named/custom_wildcard_sinkhole.conf 
 
    else 
  echo "Adding to custom single sinkhole list..." 
         /root/scripts/client_dns_nowhere.pl < custom >> 
/var/named/custom_single_sinkhole.conf 
    fi 
 
 /bin/rm domain 
 
        read;; 
 
      d|D) clear 
 
################################################################################## 
# http://pgl.yoyo.org 
# 
# The ad banners that you see all over the web are stored on servers. Stopping your  
# computer communicating with another computer can be quite simple. So, if you have  
# a list of the servers used for banners, it's easy to stop ad banners even getting  
# to your browser.  
# 
# Note: This list is not malware but adware and could be turned off 
# 
################################################################################## 
 
# This is for the Adserver List 
 
# wget http://pgl.yoyo.org/adservers/serverlist.php?hostformat=;showintro=0 
 
# cat serverlist.php\?hostformat\= |tail +51 | sed '/<\//d; /^$/d' >> final.sorted 
 
# /bin/rm serverlist.php?hostformat= 
 
################################################################################## 
# http://hosts-file.net 
# 
# HPHosts - This service is free to use, however, any and ALL automated use is  
# strictly forbidden without express permission from ourselves. This script does 
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# not query the database. The script only download the host.txt file. 
# 
# Note: This list is not enabled by default. It contains ~125K sites 
# 
################################################################################## 
# Download HPHosts hosts.txt file list 
#wget http://support.it-mate.co.uk/downloads/HOSTS.txt 
#grep "127.0.0.1" HOSTS.txt |grep -v localhost | awk '{ print $2 }' | sed 's/\"//g' 
| sed '/^$/d' >> final.sorted 
#/bin/rm HOSTS.txt 
################################################################################## 
#  http://www.malwaredomains.com 
# 
#  WARNING: All domains on this website should be considered dangerous. If you do 
#  not know what you are doing here, it is recommended you leave right away. This 
#  website is a resource for security professionals and enthusiasts. 
# 
################################################################################## 
 
# Downloading site list from Malware Domains 
wget http://www.malwaredomains.com/files/justdomains 
cat justdomains | tail +2 > final.sorted 
/bin/rm justdomains 
 
################################################################################## 
#  https://zeustracker.abuse.ch 
# 
#  With the ZeuS Tracker you are able the generate a IP- and domain-blocklist which  
#  contains all ips / domains which are currently used as Command&Control server  
#  (C&C) by the ZeuS crimeware.  Both blocklists will be generated in text format.  
#  This allows you to import the blocklist into a firewall or corporate webproxy  
#  to block all traffic to the malicious ZeuS C&C servers. You can find a short  
#  description of the two blocklist above. 
# 
################################################################################## 
 
# This is for the Zeus Tracker list 
 
#wget --no-check-certificate 
https://zeustracker.abuse.ch/blocklist.php?download=domainblocklist 
wget http://www.abuse.ch/zeustracker/blocklist.php?download=domainblocklist 
 
# Parsing the data 
 
cat blocklist.php\?download\=domainblocklist | tail +7 >> final.sorted 
 
/bin/rm blocklist.php?download=domainblocklist* 
 
################################################################################## 
# http://mtc.sri.com 
# 
#  Download a list of the most observed malware DNS names that we have seen looked 
#  up during malware infections or embedded within malware binaries. 
# 
################################################################################## 
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# Download SRI list Most Observed Malware-Related DNS Names 
 
wget http://mtc.sri.com/live_data/malware_dns/ 
 
grep "<td>" index.html | sed '/mtc\.sri\.com/d; /.*\..*/!d;' | sed 's/<td>//g; 
s/<\/td>//g' >> final.sorted 
 
/bin/rm index.html 
 
 
################################################################################## 
# http://www.malwarepatrol.net 
# 
# Malware Patrol is a free, automated and user contributed system for checking URLs  
# for Viruses, Trojans, Worms, or any other software considered bad.  
# 
################################################################################## 
 
# Download Malware Patrol list Most Observed Malware-Related DNS Names 
 
wget http://www.malwarepatrol.net/cgi/submit?action=list_bind 
 
cat submit?action=list_bind | awk '{ print $2 }' | sed 's/\"//g' | sed '/^$/d' >> 
final.sorted 
 
/bin/rm submit?action\=list_bind 
 
################################################################################## 
 
 
# Backing up working file to /tmp 
 
mv /var/named/site_specific_sinkhole.conf /tmp/site_specific_sinkhole.conf 
 
# Clean up the file from random characters 
 
cat final.sorted | sed '/^$/d' | tr -d '\r' | sed 's/\.$//g' | sort -u > domainlist 
 
# Remove all domains matching site wildcard lists 
 
/bin/cat /var/named/entire_domain_sinkhole.conf | awk '{ print $2 }' | sed 
's/\"//g' | sed '/^$/d' > tempwildcarddomains 
/bin/cat /var/named/*wildcard_sinkhole.conf | awk '{ print $2 }' | sed 's/\"//g' | 
sed '/^$/d' >> tempwildcarddomains 
 
# Add $ to each line for a perfect domain match 
 
/bin/cat tempwildcarddomains | sed 's/$/$/g' > wildcarddomains 
/bin/rm tempwildcarddomains 
 
# Build final wildcard list of domains and remove temp files 
 
/bin/grep -hvf wildcarddomains domainlist > malwaredomains 
/bin/rm wildcarddomains 
/bin/rm domainlist 
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# Parsing the files to /var/named 
 
/root/scripts/client_dns_nowhere.pl < malwaredomains > 
/var/named/site_specific_sinkhole.conf 
 
#------------------------------------------------------------------------------ 
 
# Second Option - List of Sites that should never be Sinkhole 
 
# This option enable the script to create a list of site you do not want to ever 
# see in the sinkhole. To enable this list, comment out the 3 commands above and 
# uncomment all the options between the 2 dotted lines. Add a list in the 
# /root/scripts and name it checked_sites and add all the domains you never want 
# sinkholed. When the script runs it will delete the list from going into the 
sinkhole 
 
# Backing up working file to /tmp 
 
#mv /var/named/site_specific_sinkhole.conf /tmp/site_specific_sinkhole.conf 
 
# Clean up the file from random characters 
 
 #cat final.sorted | sed '/^$/d' | tr -d '\r' | sed 's/\.$//g' | sort -u > 
domainlist 
 
# Remove all domains matching site wildcard lists 
 
#/bin/cat /var/named/entire_domain_sinkhole.conf | awk '{ print $2 }' | sed 
's/\"//g' | sed '/^$/d' > tempwildcarddomains 
#/bin/cat /var/named/*wildcard_sinkhole.conf | awk '{ print $2 }' | sed 's/\"//g' | 
sed '/^$/d' >> tempwildcarddomains 
  
 # Add $ to each line for a perfect domain match 
 
 #/bin/cat tempwildcarddomains | sed 's/$/$/g' > wildcarddomains 
 #/bin/rm tempwildcarddomains 
 
# Build final wildcard list of domains and remove temp files 
 
#/bin/grep -hvf wildcarddomains domainlist > /tmp/cleanup_malwaredomains 
#/bin/rm wildcarddomains 
#/bin/rm domainlist 
 
# Remove local checked list from web list 
 
#/bin/grep -hvf /root/scripts/checked_sites /tmp/cleanup_malwaredomains > 
malwaredomains 
 
#/bin/rm /tmp/cleanup_malwaredomains 
 
# Parsing the files to /var/named 
 
#/root/scripts/client_dns_nowhere.pl < malwaredomains > 
/var/named/site_specific_sinkhole.conf 
 
# ----------------------------------------------------------------------------- 
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 # Eliminate duplicates contained in custom lists against the 
site_specific_sinkhole.conf file 
 
 /usr/sbin/named-checkconf | awk ' {print $3 }' | tr -d \': > /tmp/list 
 /bin/mv /var/named/site_specific_sinkhole.conf 
/var/named/site_specific_sinkhole.tmp 
 /bin/grep -hvf /tmp/list /var/named/site_specific_sinkhole.tmp > 
/var/named/site_specific_sinkhole.conf 
 /bin/rm /tmp/list 
 /bin/rm /var/named/site_specific_sinkhole.tmp 
 
 echo "Press Enter to continue..." 
 
        read;; 
 
      t|T) clear 
        echo "Checking all DNS BIND zone files for errors..." 
        echo "Running BIND named-checkconf to test zones files for errors." 
 echo "If after this test is completed no errors are reported, the press Enter 
to continue..." 
        /usr/sbin/named-checkconf 
 
        echo 
 echo "Test completed..." 
        echo "If you see any errors on this screen, press r to reload backup. 
Otherwise press e to exit ..." 
 
        read;; 
 
 
      f|F) clear 
 clear 
 
 echo "WARNING!!!" 
 echo 
 echo "If the database get flushed clean all previous sinkhole" 
 echo "records will not be accessible by your clients until" 
 echo "the sinkhole records are reloaded into the PowerDNS database" 
 echo "Do you still want to proceed? (Y)" 
 read INPUT 
  if [ $INPUT = Y ]; then 
 
 echo "Flushing PowerDNS database..." 
 /root/scripts/pdns.sh 
 /etc/rc.d/rc.pdns restart 
 /etc/rc.d/rc.pdns_recursor restart 
 echo "Press enter to continue..." 
 else 
  echo "Terminating script..." 
  exit  
 fi 
        read;; 
 
      r|R) clear 
         echo "Zone checked failed and restoring backup zone file" 
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         /bin/mv /tmp/site_specific_sinkhole.conf 
/var/name/site_specific_sinkhole.conf 
 
         echo "File malware_zone.dns has been restored..." 
         echo "Reloading updated zones..." 
 
         /usr/sbin/rndc reload 
         /bin/rm final.sorted 
         /bin/rm malwaredomains 
 
         exit;; 
 
      b|B) clear 
 
        echo "Reloading BIND updated zones..." 
 
        /usr/sbin/rndc reload 
        /bin/rm final.sorted 
        /bin/rm malwaredomains 
        /bin/rm /tmp/site_specific_sinkhole.conf 
 
        echo "Done DNS Malware list zone updates..." 
        echo 
 
        /usr/sbin/rndc status 
        echo 
 
        echo "Done reloading BIND zones..." 
        echo "Press ENTER to exit ..." 
 
 read 
 
        exit;; 
 
      p|P) clear 
 
        echo "PowerDNS Zone update..." 
 
 
 # Need to get complete list of current DNS Sinkhole 
 cat /var/named/*.conf |awk '{ print $2 }' | sed 's/\"//g' | sed '/^$/d' |sort 
-u > New_malware.list 
 # Dumping the domains.txt records for sorting 
 
 /usr/bin/mysqldump pdns domains --tab --fields-terminated-by=' ' -T/tmp 
 
 # Extracting list of sites in the PowerDNS Database 
 cat /tmp/domains.txt  | awk ' {print $2 }' | sort -u > PowerDNS.lst 
 comm -1 -3 PowerDNS.lst New_malware.list > PowerDNS_import.lst 
 comm -2 -3 PowerDNS.lst New_malware.list > PowerDNS_remove.lst 
 /bin/rm PowerDNS.lst 
 /bin/rm New_malware.list 
 
 # This script builds the list of records to remove from the PowerDNS database 
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 /root/scripts/remove_powerdns.pl < PowerDNS_remove.lst > /tmp/sinkhole.remove  
 /bin/rm PowerDNS_remove.lst 
 REMOVE=`/bin/grep -c records /tmp/sinkhole.remove` 
  
 # Remove old records from PowerDNS Database 
 
 echo 
 echo "Deleting $REMOVE old records from PowerDNS database..." 
        /usr/bin/mysql -upowerdns -ppassword -D pdns -h 127.0.0.1 < 
/tmp/sinkhole.remove 
        /usr/bin/mysql -upowerdns -ppassword -D pdns -h 127.0.0.1 < 
/root/scripts/optimize.dns 
 
 echo "Backup of deleted domains in /root/backup ..." 
 
 # Making backup directory if it doesn't already exist 
 
 /bin/mkdir -p /root/backup 
 
 /bin/mv /tmp/sinkhole.remove /root/backup/sinkhole_remove.$TODAYDATE 
 
 # This routine prepare the list of domains to import 
 
 cat PowerDNS_import.lst | sed 's/^/"/g' > temp.lst 
 mv temp.lst PowerDNS_import.lst 
 
 # This routine builds the list of records to add to the PowerDNS database 
 
 /bin/grep -hFf PowerDNS_import.lst /var/named/*.conf > /tmp/sinkhole.add 
 
 /bin/rm PowerDNS_import.lst 
 
 # Convert DNS addresses to import into PowerDNS Database 
 
 /usr/bin/zone2sql --gmysql --named-conf=/root/scripts/named.conf 
/tmp/sinkhole.add > /tmp/powerdns_zones.sql 
 
 echo "Backup of new sinkhole additions in /root/backup ..." 
 
 /bin/mv /tmp/sinkhole.add /root/backup/sinkhole_add.$TODAYDATE 
 
 echo 
 echo "Loading DNS sinkhole database with current/updated address list..." 
        /usr/bin/mysql -upowerdns -ppassword -D pdns -h 127.0.0.1 < 
/tmp/powerdns_zones.sql 
 /usr/bin/pdns_control purge 
 /usr/bin/pdns_control rediscover 
 
 # Cleanup temporary files 
 # 
 echo 
 echo "Cleaning up and removing temporary files..." 
 echo 
 
        /bin/rm final.sorted 
        /bin/rm malwaredomains 



!

© 2010 The SANS Institute As part of the Information Security Reading Room Author retains full rights.!

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

"#$!%&'(#)*)&'+!,!-./0!.-12!1.03!0045!.567!5895!.467!:;83!-/;0!383;!

(
FGH(H4,1$%E-! ^

d((

)"*(+&",-."(

        /bin/rm /tmp/site_specific_sinkhole.conf 
 /bin/rm /tmp/powerdns_zones.sql 
 /bin/rm /tmp/domains.* 
 
        echo "Done PowerDNS Malware list zone updates..." 
        echo 
 
        echo "Press ENTER to exit ..." 
 
 read 
 
        exit;; 
 
      e|E|q|Q) echo "                    Done with Sinkhole parser" 
 exit;; 
      *) echo "                    Invalid entry, try again" 
         sleep 2;; 
   esac 
done 
echo "done" 
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12 Appendix E: Creates Integrated Sinkhole Single List 
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client_dns_nowhere.pl 
 
#!/usr/bin/perl -X 
 
# Guy Bruneau, seeker@whitehats.ca 
# 
# Date: 11 January 2010 
# Version: 1.0 
 
# This script is used to create a sinkhole list from the downloaded  
# sinkhole addresses available from the Internet. 
 
use IO::Handle; 
use Getopt::Long; 
 
my $dns = " "; 
my $doublequote = "\""; 
my $zonemalware = " IN { type master\; notify no\; file 
\"/var/named/sinkhole/client.nowhere\"\; }\;"; 
 
# This subroutine process the logs into a format to be sorted in the 
next routine 
 
while (<>) { 
 
        @DNSList = split; 
 
 DomainID(); 
 
} 
 
sub DomainID { 
 
        $dns = $DNSList[0]; 
 $dns = lc ($dns); 
        print  "zone " . $doublequote . $dns . $doublequote . 
$zonemalware . "\n"; 
 
} 
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13 Appendix F: Daily Report Script 
(
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httpry_daily.sh 
 
#!/bin/sh 
# 
# httpry DNS Sinkhole daily report 
# 
# Written by Guy Bruneau (seeker@whitehats.ca) 
# August 2010 
 
# The purpose of this report is to create a summary list of 
# all the clients that were blocked by the DNS Sinkhole 
 
# Global HTTPRY options 
FIELDS="source-ip,dest-ip,method,host" 
 
# Get yesterday's date 
 
DATEDIR="`/bin/date --date "-1 days" +"%Y-%m-%d"`" 
DATE="`/bin/date --date "-1 days" +"%Y%m%d"`" 
 
# This provides the date of the previous day to process the logs 
# used in the bothunter rules 
 
        # This loop process hours 0 to 9 
 
        for ((i=0; i <=9; i+=1)); do 
 
           /usr/local/bin/httpry -f $FIELDS -r 
/LOG/sinkhole/dailylogs/$DATEDIR/$DATE"0"$i > /tmp/httpry.log 
 
         done 
 
         # This loop process hours 10 to 23 
 
         for ((i=10; i <=23; i+=1)); do 
 
           /usr/local/bin/httpry -f $FIELDS -r 
/LOG/sinkhole/dailylogs/$DATEDIR/$DATE$i >> /tmp/httpry.log 
 
         done 
 
# Adding a header with the date to the report 
# Adding a description header for each field 
# 
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/bin/echo "        Daily DNS Sinkhole report for the $DATE" > 
/usr/local/webmin/reports/DNS/$DATE.txt 
/bin/echo " " >> /usr/local/webmin/reports/DNS/$DATE.txt 
/bin/echo "Count   Source          Destination     HTTP    Website " 
>> /usr/local/webmin/reports/DNS/$DATE.txt 
/bin/echo " " >> /usr/local/webmin/reports/DNS/$DATE.txt 
/bin/echo " " >> /usr/local/webmin/reports/DNS/$DATE.txt 
 
# Sorting the sinkhole events with a count 
 
/bin/cat /tmp/httpry.log | sort | uniq -c |sort | sed 's/^[ ]*//' | 
sed 's/[ ]/\t/' >> /usr/local/webmin/reports/DNS/$DATE.txt 
cd  /usr/local/webmin/reports/DNS 
 
# Turning the report into an HTML report and posting it in 
# Webmin -> Servers -> DNS Reports 
# 
/usr/local/webmin/reports/Htmlify.pl $DATE.txt 
/usr/local/webmin/reports/ExplorerIndex.pl 
/bin/rm /usr/local/webmin/reports/DNS/$DATE.txt 
/bin/rm /tmp/httpry.log 
 

(
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